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CONCEPT

The Emergency Management Institute within the Federal Emergency Management
Agency initiated the development of this publication in support of disaster science
and emergency management academic programs in higher education institutions.
Individuals working in disaster and emergency agencies wanted a better under-
standing of technology tools and their application to emergency management.
Universities and colleges had developed a broad curriculum that was intended to
prepare individuals for a career in emergency management in public, private, and
nonprofit organizations. The scope of this book was developed in collaboration
with representatives from disaster planning, response and recovery agencies, and
the staff of the Emergency Management Institute.

The first edition of Technology in Emergency Management in 2007 provided an
introduction to a rapidly developing set of resources for disaster preparedness,
mitigation, response, and recovery. Much has changed since that time and this
second edition provides a solid base for the many technologies that have become a
critical part of emergency management within many organizations. This second
edition not only clarifies the current state of the use of technology in emergency
management but also provides a foundation for understanding the many emerging
technologies that will be used by agencies in the future.

Book Organization

The book s organized to introduce the role of technology in emergency management
and provide a context for addressing specific technologies and their use by agencies
in emergency preparedness, mitigation, response, and recovery. The tools and
resources examined in this book have been applied throughout the world as public,
private, and nonprofit organizations attempt to deal with ever changing hazards
and disaster impacts. It is hoped that by clarifying what technologies are being
applied to the threats and impacts of disasters we can ensure that our citizens,
businesses, and infrastructure are protected.

Technical Information

Technology and Emergency Management includes 11 chapters and is approximately
300 pages in length. The book includes many photographs and graphics and data
tables. Each of the chapters clarifies the learning outcomes and intended outcomes
along with goals and outcomes for the reader. Case studies are used throughout
each chapter to demonstrate how various technologies were used in dealing with
hazards and disasters. Terms are clearly defined and questions are posed throughout
the book to focus on the application of technology in various situations. Today,
there has been extensive research on the nature and use of technologies in disasters.
An extensive reference list is included with each chapter to clarify the source for
many of the concepts introduced in the text and to support further reading.
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THE NEED

FOR TECHNOLOGY
IN EMERGENCY
MANAGEMENT

Starting Point

Go to www.wiley.com/go/pine/tech&emergmgmt_2e to assess your knowledge
of using technology.

Assess your knowledge of emergency management and technology. (Determine
where you need to concentrate your effort.)

What You’ll Learn in This Chapter

A The definitions of focusing events and windows of opportunity

A The types of technology as applied to the emergency management process

A How technology can assist in emergency preparedness, mitigation, response,
and recovery

After Studying This Chapter, You’ll Be Able To

A FExamine what technology is used in emergency management.

A Examine what technology tools have been applied during disasters.

A How focusing events can be used to gain community support for greater
emergency management resources.

Goals and Outcomes

A To be able to select technology that improves disaster preparedness, response,
mitigation, and recovery

A To perform a comprehensive technology needs assessment for emergency
management

A To understand the value of encouraging a community to commit greater
resources toward emergency management by using focusing events and the
needs assessment

Technology and Emergency Management, Second Edition. John C. Pine.
© 2018 John Wiley & Sons, Inc. Published 2018 by John Wiley & Sons, Inc.
Companion website: www.wiley.com/go/pine/tech&emergmgmt_2e
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2 THE NEED FOR TECHNOLOGY IN EMERGENCY MANAGEMENT

INTRODUCTION

We live in a highly connected global community where we have the potential to
observe the nature and extent of disasters firsthand. We can receive and transmit
information within seconds and can communicate from anywhere, at any time,
and anyplace. Technology allows those engaged in emergency management to
utilize resources from local, regional, and national organizations reflecting
public, private, and nonprofit entities (Hodgkinson and Stewart, 1991).
Technology may be used by those involved in emergency management in
decision making, communication, hazard situational awareness, operational
functioning, and public safety. Technologies have been developing at a fast pace
and have had a dramatic impact on emergency management in communities, at
regional and national levels.

We can only imagine the new ways that technology will evolve and be
used in the future. Technology has allowed us to use a broader range of
information resources and enhance resource acquisition and allocation. We,
thus, have been able to make use of new tools and technologies and become
more efficient and allow the public, public safety, and healthcare personnel to
anticipate ad meet community needs in disasters (Cutter et al., 2015).
Technology has enabled us to better analyze complex issues, enhance our
decision making, and communicate in times of crisis. The key is to recognize
that technology is critical in all stages of disaster management and supporting
rapid scientific assessment of usable knowledge to decision makers (Alcantara-
Ayala et al., 2015).

1.1 Technology and Disaster Management

Emergencies and disasters are extreme events that cause significant disruption.
Effective response efforts in a disaster require timely information and deliberate
decision making. Effective action requires coordinated application of resources,
facilities, and efforts beyond those regularly available to handle routine prob-
lems. Disasters arise from both natural and human-caused events. Fortunately,
we now have more technology tools and systems available for our use than ever
before so that communities, organizations, and individuals manage effectively
in a disaster. Technology provides a means of applying scientific concepts,
methods, and principles to achieve desired outcomes (NRENaissance Committee,
1994). Technology supports the emergency management process including the
following:

A Organizational and personal communication;

A Timely observations of the nature and extent of events;

A Enhancement in capabilities to estimate and model potential outcomes of
disaster events;

A Recording the changing nature of response and recovery events;
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Communicating with multiple organizations and individuals simultaneously;
Analyzing events to understand how disasters evolve and change over time;
Connecting individuals and organizations so as to enhance communication;
Extending how public and private organizations may access information as
disaster evolve;

Using mapping and geo-positioning systems (GPSs) to support situational
awareness; and

Taking advantage of hazard modeling technology to enhance our under-
standing of both the threats associated with hazards and their potential impacts.

> > P>

Technology enables individuals and organizations to contribute to the
emergency management process in new ways and with productive impacts (Kara-
Zaitri, 1996). For example, we can identify the location of those in need for timely
and effective emergency response. We can communicate simultaneously with mul-
tiple partners to enhance our capacity to cope with evolving complex situations.
We have the tools not only to communicate with an unlimited audience but also to
engage this audience in community and organizational decision making.
Technologies allow both individuals and organizations to communicate and share
information and make informed decisions as a disaster unfolds (Fischer, 1998). We
can incorporate new information with existing data and visualize our analysis
results in different and useful forms (Steering Committee, 1996). Technologies
thus allow us to expand our individual and organizational capacities to more effectively
prepare, mitigate, respond, and recover from disasters. Science-driven applications
of technology allow disaster risk management to help communities become more
resilient and reduce the human and economic impacts of disasters (Alcantara-Ayala
etal., 2015).

1.1.1 Focus on Current and Emerging Technology

Alcantara-Ayala et al. (2015) suggest that there is a lack of a comprehensive
assessment of disasters limiting our understanding of disaster risk research, practice,
and experience. This text is intended to examine the current state of technology
and emergency management and clarify how technology may be used to support
those engaged in all phases of disaster management.

Technologies are being used in innovative ways and are impacting our capacity
to manage effectively in times of crisis (Cutter et al., 2015; Hodgkinson and
Stewart, 1991). Becoming more aware of the application of technology in emergency
management allows individual citizens and organizations to cope in times of crisis
and minimize or avoid the adverse effects of disasters.

Research on the weather—climate nexus has also advanced our under-
standing of the global oceanic forcing of drought and flood conditions across
continents. Public health surveillance systems and disease outbreak detection
have been enhanced with the use of the Internet and social media such as
Twitter, providing real or near-real time health surveillance (Brownstein et al.,
2009; Chunara et al., 2013).
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Despite our great success in understanding of the dynamics and processes
behind hazards, there are still many challenges related to hazards science.
Specifically, we need to reduce uncertainties in forecasting of hazard events, local
resolution of models, and prediction of lead time, among others (Alcantara-Ayala
etal., 2015). Technology provides us with many tools and resources to allow us to
reduce uncertainties.

In this chapter, we will gain insights on how technology contributes to the emergency
management process and how to prioritize what technology tools are needed, and
understand what resources are required for the effective use of technology.

1.2 Technology as a Management Tool

We use technology to manage our personal time and our organization. We also use
technology to manage disasters and hazards. Hazards are events or conditions that
have the potential to create loss. Technology can be used to prepare for, respond
to, recover from, and mitigate future disasters. We prepare for disasters before they
happen, often without definite knowledge that they will happen. We respond to
disasters when they happen and recover from disasters after they happen. During
and after recovery and preparation, we try to mitigate disasters. To mitigate a
disaster means that we try to lessen the effects of the disaster. For example, to miti-
gate a levee collapse, the Army Corps of Engineers would try to strengthen it with
sandbags or use barges to prevent the water from flooding an area. To mitigate the
effects of a hurricane, many home and business owners board up their property to
prevent damage. Throughout the entire emergency management cycle, technology
is a key contributor to building resilient communities. Technology helps us in
many ways. We can be better prepared by recording weather data in remote loca-
tions. We can do this by using satellites. We can also process information in new
ways. We can directly observe disaster events. In an emergency response, com-
puter applications allow us to access detailed information, such as data about haz-
ardous chemicals, in more assessable ways (Pine, 2014). In mitigation and recovery,
we use technology to model disasters and devise an emergency response plan.
Technology is especially important in conducting mitigation activities. Mitigation
activities include boarding up homes before a hurricane, evacuating an area, and
other actions that reduce losses.

Alcantara-Ayala et al. (2015) stress that scientific assessments of disaster risks
can contribute to our enhancement of knowledge on risk at scales ranging from
local to global. Bessis et al. (2011) stress that during an emergency response
information management becomes crucial.

Technology gives us the ability to receive and send information quickly.
Information is critical for all involved in the emergency management process.
Weather, chemical, security, and transportation information are just a few types of
essential data. Quick access to information is important not only to emergency
managers, but also to citizens. The quicker emergency managers can give orders to
evacuate or to shelter in-place, the more lives are saved. Technology ranges from
individual sensors that record information to internal and external organization
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networks, including the Internet, to the Emergency Broadcast System.
Communication devices are ever-changing, from vehicle-mounted applications to
remote satellite systems and real-time video teleconferencing. The frequency of
natural disasters has steadily increased from 405 per year in 1980 to 650 in the
1990s, 780 in 2000-2009, and 800 events in 2010s (Wirtz et al., 2014).

1.2.1 Response to Complex Disaster Events

Kapucu and Garayev (2013) note that the complex nature and great impacts of
disasters proves to be a major factor for a single organization to tackle on their own
and reveals the need for a collaborative approach to management. Organizations
find themselves involved in a networked governance that involves shared goals
and responsibilities as well as the need for a coordinated and unified action to pro-
duce desired community results. Networked governance is a combination of inter-
organizational interactions spread across a timeline and greatly influenced by the
structure of the network, the organizational relationships, and contextual factors
(Birkland, 1997; NII 2000 Steering Committee, 1996).

Networks are dynamic structures comprising multiple organizations often
located in geographically different sites. A network is a set of two or more devices,
typically called nodes, which are connected in some way to allow communication
between them (see Chapter 2). They are multisite groups of organizations with dif-
ferent informal preferences, norms, and values or mandated by legal or regulatory
arrangements coming together for a common goal and relying mainly on common
interfaces and communication (Isett et al., 2011). Networks are generally charac-
terized by a flexible administrative structure but impacted by issues pertaining to
leadership, trust, accountability, and performance measurement (Ward and
Wamsley, 2007).

Kapucu and Garayev (2013) found that information communication tech-
nology, network relationships, and network complexity all contribute to the overall
effectiveness of collaborative networks and impact the sustainability of the network.
They note that “emergency management networks are effective to the extent that
agency relationships are enhanced for more sustainable relationships” (p. 325).

Further, the exposure of people, assets, and infrastructure in hazard-prone
areas affects vulnerability (UNISDR, 2013). Changing population patterns and
human-induced environmental changes increase the adverse impacts of disasters
(Pelling and Blackburn, 2013) so as to create the frequency of billion dollar events.

1.2.2 Ease of Use of Technology

Technology needs to be easy to use for anyone in the emergency management pro-
cess. It should not be viewed as an “expert system” only available to a select few.
Ongoing training for officials will be critical in the effective use of technology in
crisis situations.

Singh et al. (2009) stress the importance of information sharing in response to
catastrophic events. Given the interdependence of organizations in disaster response,
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organizations can benefit from sharing information quickly in a secure environ-
ment. They stress the need for information quality including timeliness, security,
accessibility, completeness, accuracy, coherence, relevance, validity, and format.

We have seen improvements in hazard modeling and geo-referenced tools and
spatial information (Birkland, 2014; Emrich and Cutter, 2011). We thus have great
tools for evidence-based hazards analysis to base our emergency preparedness pro-
grams. Disaster risk data associated with vulnerability and exposure are a key
research and policy issue. Data reflecting our assets and human capital is not
widely available and must be developed beyond baseline effort to allow officials to
make sound decisions (Gall et al., 2009; Kron et al., 2012; Wirtz et al., 2014).

Information technology is widely used extensively and effectively throughout
the United States as explained by Reddick (2011). This national study of emergency
managers identified a wide range of technologies used in emergency preparedness
and response. All the technologies were viewed as very helpful but the lack of
financial resources and support from public officials was a significantly limiting
factor on state and local capabilities. Organizational performance was enhanced
where public agencies utilized e-government technology and had robust information
networks and capable support staff.

1.3 Using Technologies

Also, not every new technology will be applicable for every hazard nor will every
new technology be applicable to every emergency management organization. For
example, you may live in California and appreciate earthquake risks and be concerned
about preparing for earthquakes. Another emergency manager may live in Texas and
be concerned about the next hurricane. You may wish to understand how to utilize
hazard modeling and remote sensing technologies that clarify possible hazards and
provide current information for an emergency response. We thus need to use tech-
nology effectively within our own region to support emergency management activ-
ities. In a survey of state emergency management agencies, information technology
was viewed as very helpful and effective in the emergency planning and response
phases (Reddick, 2011). Communication technologies, database resources, mapping
sciences, and hazard modeling were seen as very helpful in times of disaster. Figure 1-1
diagrams the role of technology in the emergency management process.
Information technologies have been widely adopted not only in networks and
communication devices but also in interconnected objects that provide information
from environmental sensing associated with buildings, transportation networks,
community utilities, business transactions, and the analysis of information to provide
information for situational awareness. The range and extensiveness of things that are
now connected allows for the manipulation and control of our systems so that if there
is a system failure, immediate action may be possible for immediate action (Gubbi
etal., 2013). The Internet of things allows the technology to make critical infrastruc-
ture elements and services including administration, education, healthcare, public
safety, real estate, transportation, and utilities more aware, interactive and efficient
(Belissent, 2010). One ends up with a smart home or office environment, smart
business transactions, an array of smart city utility services, smart agriculture, and
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Figure 1-1
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The role of technology in the emergency management process.

transportation. Information and communication technology reflecting business,
information, and social processes and able to interact with the environment to
exchange data and take action without direct human intervention. The system may
be user-centric but also has the capacity to operate within a large network so as to
store and analyze information on an ongoing basis (Zanella et al., 2014).

FOR EXAMPLE

When Technology Fails

In May 2006, a strong earthquake with a magnitude of 6.0 hit near Tonga, a
group of 170 islands. The Pacific Tsunami Warning Center in Hawaii issued
a tsunami alert. Tonga, however, failed to receive the warning due to power
outages. Although a tsunami did not occur there, the inability to receive the
warning was troubling and is forcing the Pacific Tsunami Warning Center to
create additional methods for sending warnings.
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1.3.1 Technology in a Changing Environment

Emergency management is an ever-changing process and is not static. We respond
to emergencies in an effort to reduce losses which are defined as loss of property
and loss of life. As we saw with Hurricane Katrina (2005) and later for Hurricane
Sandy (2012), natural hazards can create great losses. As we saw with the terrorist
attacks of 9/11, human-caused hazards can cause substantial direct and indirect
losses as well. Emergency managers try to reduce any and all potential losses. To
do this, we have to prepare for disasters, have a good response plan when there is
a disaster, and reduce our vulnerability to hazards. Emergency management is
based on a systems approach, which means that each organization has a unique
role in reducing losses and contributing to an effective local response. In addition,
public agencies at all levels have to all work together to successfully prepare for
and respond to hazards.

To reduce losses, emergency managers and agencies have to achieve a high
degree of performance. Any misstep could cost lives. Technology not only enhances
emergency response capabilities in times of crisis, but also helps in a wide range of
preparedness activities. Technology has also had major effects on all organizations,
allowing emergency managers to clarify the nature and extent of a potential hazard.
In addition, technology can help us understand risks from hazards locally, region-
ally, and nationally. Further, technology such as remote sensing can be used to
clarify the nature of a hazard over time.

1.3.2 Examples of Technology

Chemical sensors help us detect harmful chemicals. After the devastating tsu-
nami of 2005, the Pacific Rim countries have installed a tsunami warning
system for a timely emergency response. There are several software programs
that help model what would happen if an area were hit by a disaster. For
example, before Hurricane Katrina, emergency managers simulated what a
Category 5 storm would do to New Orleans. The software modeling program
showed public officials that the city of New Orleans would flood. These mod-
eling programs help responders know what the outcome of different hazards
could be, and therefore know what planning should address. GPS software can
help in effective response effort and track supplies, getting the supplies to their
target destination very quickly. They can pinpoint where to direct emergency
personnel for rescue operations or postdisaster cleanup of chemical containers,
boats, or building debris.

1.3.3 Communicate Quickly

With cell phones, the Internet, e-mail, and satellite phones, we can now commu-
nicate in any type of disaster, regardless of the damage to the area’s infrastruc-
ture. We can also quickly send large amounts of information instantaneously
through e-mail. Plus, we can quickly warn people to evacuate through the use of
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information on Web sites and e-mails in addition to the traditional media of
television, radio, and newsprint.

1.3.4 Develop a Better Understanding of Hazards

With our advanced equipment, we can better understand how hazards occur. For
example, with the tsunami sensor system in place in the Pacific Rim, we can gain
a better understanding of tsunamis and increase our ability to predict and warn
residents of a tsunami.

1.3.5 Improve Response

With the enhanced ability to communicate quickly, we also know when response
activities are not going well. For example, during Hurricane Katrina we all saw that
there were problems getting supplies to New Orleans. Based on that information,
public and nonprofit agencies were able to adapt their efforts to get supplies to the
hurricane victims.

1.3.6 Increase Coordination

With increased communication and an increased ability to predict hazards, it
is easier for emergency managers to work with first responders in their own
community. It is also easier for emergency managers to work with state
emergency management agencies and the Federal Emergency Management
Agency.

1.3.7 Improve Efficiency

Computers and other forms of technology have made all organizations more
efficient, which has led to a reduction in the number of people needed in each
organization.

1.3.8 Training

Improve training and risk communication programs. With software programs, it is
very easy to scan the results of surveys on training and risk communication pro-
grams and evaluate the results. This evaluation process leads to improvements in
the programs.

The National Research Council noted in 2005 that many technology issues are
human in nature and not just issues associated with the technology resources used
by public agencies. They note that “better human organization, willingness to
cooperate and a willingness of government at higher levels to listen to those at local
levels are critical factors in making better use of information technology for disaster
management” (p. 2).
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1.4 Completing a Needs Assessment

FOR EXAMPLE
Training

For the use of technology to be effective, staff members must be trained.
Research has indicated that many tools that are available to emergency man-
agers and staff, such as software modeling programs, are not used because
the staff is not properly trained on how to use it. FEMA and state emergency
management agencies offer different types of training. Not only should staff
members be trained initially on the technology, but refresher courses should
also be held periodically.

1.4.1 Nature of a Needs Assessment

Participants in the emergency management system from public agencies, nonprofit
and profit business organizations, and the general public all make use of tech-
nology. Each agency has its own perspective, role, needs, and capabilities, which
enables the emergency management system to function. Understanding the players
in the system is critical to effective use of technology. Not every emergency
management organization has a budget for all the software and computers that
they would like to have. Nonetheless, there are certain items that every organiza-
tion should have:

A Satellite phones. During Hurricane Katrina, the New Orleans infrastructure
was badly damaged. Mayor Ray Nagin was cut off from all communications
and could not contact anyone at the state and federal level to update them on
the situation. Mayor Nagin’ staff ended up breaking into an office supply store
and taking satellite phones so they could communicate their needs. This is
just one example of why every emergency manager needs satellite phones.

A Web sites. Web sites are a great way to warn people of hazards, provide
information on hazards, and outline mitigation strategies. For large jurisdic-
tions, you can give specific neighborhood information. For example, some
neighborhoods may be in the hazards direct path and will be more affected
than those neighborhoods outside the hazard’s path. Web-based resources
are being used today by public agencies, citizens, businesses, and nonprofit
agencies in gathering information about disasters. The National Hurricane
Center provides ongoing information about hurricanes for state and local
emergency management agencies, businesses, and the general public to
support decision making. The number of people who rely on Web sites for
information is growing every day. At the very least, many people will use the
Web as one of their sources for information.

A Digital cameras. You may need to take photos of hazard damage and transmit
them quickly over the Internet to state or federal authorities. Digital cameras
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were an essential resource in documenting property damage following
Hurricanes Katrina and Rita.

A Access to HAZUS-MH. HAZUS-MH stands for the software program Hazards
US-Multi Hazard. You can use this program to estimate losses from earth-
quakes, floods, and hurricane winds. The program analyzes the impact of a
disaster. The program also displays estimates of damages and losses. You can
request this program through the FEMA Web site (www.fema.gov).

You may be the emergency manager of a small community. If so, you may
need only the basic equipment. Or you may be the emergency manager of a
large jurisdiction and need every advantage new technology offers. Before you
can submit a budget request for new technology, you must determine what you
truly need.

1.4.2 Steps to Complete a Needs Assessment

Step 1: Inventory your use of technology today. How are you using technology and
contributing to the emergency management system? What do you need to
know to identify other means of utilizing technology?

Step 2: Determine your community’s vulnerability. For example, if you have sev-
eral industrial facilities that work with hazmat, then you may need
chemical sensors installed. If you live in a community that is on the
transportation route for dangerous nuclear waste, you may need cameras
installed along the route within your community in an effort to prevent
a terrorist hijacking. If you have completed a Hazard Vulnerability
Assessment (HVA), this will go a long way in determining what type of
technology you need.

Step 3: Determine how to educate the community on mitigation strategies. For
example, you may determine that one way to educate the public is to pro-
vide a comprehensive Web site. You may decide that you need to send e-
mail messages to residents. Or you could decide to hold several news
conferences. Your strategy will most likely consist of reaching people
through several different media.

Step 4: Determine how the emergency management community can better coordi-
nate efforts between agencies (including first responders). For example,
you may need satellite phones, GPS devices, or a Web portal to streamline
communication and provide assistance more efficiently.

Step 5: Determine how you could be more effective in predicting hazards. For
example, you may need modeling software to determine what parts of the
jurisdiction would be affected by a hurricane.

Step 6: Determine how you could be more effective in responding to hazards. For
example, if all traditional lines of communication are knocked out, you
may need satellite phones or some other means of communication.

Step 7: Assess the threat and your needs. What is the most likely threat? What
hazard would cause the most damage? What equipment and software
would help you the most?


http://www.fema.gov
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1.4.3 Implementing the Needs Assessment

Once you determine your needs, you need to prioritize them based on the greatest
need. You will want to submit budget requests for new equipment and software
that can be useful for all hazards. You will also want to submit budget requests for
equipment that will have a direct impact should you get hit with the hazard that
your community is most vulnerable to. Public organizations have been facing criti-
cal financial limitation. Expenditures for technology must be viewed as cost-effective,
especially in serving the community in nonemergency operations.

Outside the normal budget cycle, a good time to submit a request for new
equipment is when there is a focusing event. A focusing event is a national disaster
resulting in large losses that receives extensive media coverage. Hurricane Katrina is a
focusing event. The tsunami in the Pacific Rim is a focusing event. These events give you
a window of opportunity to advocate for better and newer equipment. A window of
opportunity is the chance to argue that a focusing event could occur locally if
certain precautions are not taken. During this window of opportunity, you will need to
make the argument that such a disaster “could happen here.” Because this window of
opportunity will not be open for long, you must take advantage of it as soon as you
can. Once decision makers are over the shock of the magnitude of the disaster, they will
turn their attention to the annual necessities for the community. For example, decision
makers know they have to fund the school bus system, as this is a definite need. Your job
is to convince decision makers to prepare for a disaster that may or may not happen.

1.4.4 Impacts of Implementing Innovation

Technology innovations have resulted in more than just new devices; they have also
resulted in changes in human interactions. The changes, especially those in commu-
nications, provide more information for decision making and provide key linkages
between response agencies, the public, and local enterprises. This would be a positive
impact if it were not for the possibility of inaccurate, incomplete, or misdirected
information. So often our developments in technology suggest that there is a quick
fix for whatever our problems are (Quarantelli, 1997). A focus on gadgetry leads us
in the wrong direction; we need to view technology as simply a tool with strengths
and limitations. Technology brings us unprecedented amounts of information that
can clarify problems or confuse us. For example, a geographic information system on
a personal computer can provide us with extensive information about a jurisdiction;
however, the emergency manager may need simple directions from one location to
another as provided by many Internet sites, such as MapQuest or Google Earth. The
key is to find the fit between technology and our emergency management needs.

The Internet provides a great resource to the emergency management
community by allowing agencies to communicate in real time and in a manner that
fosters coordinated outcomes and accurate activities. Internet-based system can
link and integrate federal, state, local, and nonprofit agencies and facilitate resource
allocation and task tracking. Because it is digital, it maintains a historical memory
(data files) for evaluating agency response and coordination.

The photo in Figure 1-2, from New Orleans after Hurricane Katrina, illustrates
several applications of technology and emergency management. First, the Red
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Cross, local government damage assessment teams, and insurance adjusters linked
photos of residents, businesses, and critical infrastructure to datasets documenting
property damage from disasters. Second, the high watermarks on the house were
used by a survey team to document high water elevations in the city; the high
water levels were used by digital surveying equipment. Finally, digital images such
as this photo of a home are used by the media, public officials, and many other
organizations to document in printed and online documents and presentations the
social, economic, and environmental impacts of disasters.

FOR EXAMPLE

Focusing Event: 9/11

One of the many tragedies of 9/11 was the fact that so many firefighters had
faulty communications equipment, and they did not hear the directive to
vacate the World Trade Center. If they had heard these instructions, there
is no doubt that more lives would have been saved. The 9/11 Commission
issued their report months later and urged all municipalities to ensure their
communications equipment is maintained and always works properly.

Figure 1-2

Digital images used in post Katrina needs assessment September 2005.
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SUMMARY

In this lesson, you have defined focusing events and windows of opportunity. You
have assessed different ways that technology can help you be more effective in all
phases of emergency management. You have evaluated how to perform a needs
assessment and how to ask your community for more resources. Technology
provides tools to link local, regional, and national resources. A technology needs
assessment is critical because agencies in the emergency management system have
different technology needs and financial resources. Once you know your needs,
you can ask for the tools that will help you mitigate and respond to hazards more
effectively.

KEY TERMS

Focusing event A disaster resulting in losses that receives
extensive media coverage as well as public
attention by citizens, agencies, and public and
private officials.

Hazard An event or physical condition that has the
potential to create loss (economic, social, or
environmental).

Mitigate To take an action that may reduce vulnerability
to a hazard.

Network A set of two or more devices, typically called

nodes, which are connected in some way to
allow communication between them.

Technology The application of scientific methods or objects
to achieve a practical purpose.
Window of opportunity A chance to compare areas that have been

impacted by a disaster event with other sim-
ilar areas allowing emergency managers the
opportunity to explain that the “same
situation could happen here” and to gain
support to provide resources to enhance
emergency preparedness, response, recovery,
and mitigation at a local, regional, or national
scale.

ASSESS YOUR UNDERSTANDING

Go to www.wiley.com/go/pine/tech&emergmgmt_2e to evaluate your knowledge
of using technology. This website contains MCQ5, self checks, review questions,
applying this chapter and you try it.


www.wiley.com/go/pine/tech&emergmgmt_2e
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Goals and Outcomes

A Use the Internet effectively in the emergency management process

A Come up with recovery solutions in the event of network failure

A Argue for Smart City initiatives that can support emergency management
A Select appropriate technologies that will facilitate emergency management

INTRODUCTION

The Internet and mobile communication devices allow residents and professional
emergency responders to share information and coordinate activities in response to
emergencies and major disasters. Many uses of the technology are planned and
coordinated among federal and local organizations. For example, Presidential
Alerts (warnings of national concern), Imminent Threat Alerts (alerts about weather
events), and Amber Alerts (alerts about the disappearance of persons) are automat-
ically sent to Wireless Emergency Alert—enabled cell phones (https://www.ready.
gov/alerts). Another example is the Person Finder service provided by Google. This
service has been used after major disasters including the Kyusyu Kumamoto
Earthquake, Typhoon Yolanda, and the Boston Marathon bombing to find and
report the finding of missing individuals. However, often the use of the Internet for
communication during an emergency is unplanned and occurs spontaneously in
response to an ongoing crisis. For example, during the peak of Hurricane Sandy;,
users made 20 million Twitter posts related to the storm in spite of the loss of cell
phone service.

The Internet can play a particularly vital role in communication during an
emergency as other forms of communication often fail. For example, during the
Tohuku Earthquake and Tsunami in 2011, residents used the Internet to com-
municate after landlines and cell phones failed (EJC, 2012). A special hashtag,
#j_j_helpme, was used on Twitter to identify people that were in need of
assistance. Google engineers had Google Person Finder online within 2 hours
after the earthquake and over 140 000 names were entered during the search and
rescue period. In addition, Google maps helped rescuers navigate through the
devastated area. In response to the failure of landlines and cell phones, Next
Human Network (NHN) Corporation created the line application which allows
users to exchange texts, images, video, and audio, and conduct free voice over IP
(VoIP) conversations and video conferences. VoIP, or Internet telephony, allows
interactive voice communication over the Internet.

The implementation of an increasingly popular concept known as the Internet
of Things (IoT) can significantly improve the ability of emergency personnel to
detect and respond to an emergency or potential emergency. The driving idea
between IoT is that any device can be connected to the Internet. Consider the
August 2007 collapse of the I-35W bridge over the Mississippi River in Minneapolis,
Minnesota. When the bridge collapsed, dozens of cars plunged into the river
resulting in the deaths of 13 people and the injury of 145. The cause of the collapse
was undersized steel gusset plates that were inadequate to support the intended
load of the bridge, a load that had increased over time as the bridge continued to
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be resurfaced. When the new I-35W bridge was built, it was instrumented with
more than 300 sensors that monitor movement, strain, load distribution, vibrations,
temperature, and potential for corrosion. The data from the sensors flows through
wires to a nearby computer that is hooked up to optical fiber cables leading to the
Department of Transportation and University of Minnesota networks. The use of
the sensor network allows structural problems to be detected and shared, averting
a potential emergency.

The ability to communicate to the public and professional emergency
responders is vital in the fight to protect lives and property. This chapter covers the
technologies that enable communication over the Internet, the technologies behind
the IoT concept, and how emergency personnel use these technologies in all
four phases of emergency management: mitigation, preparedness, response, and
recovery. In addition, the chapter discusses how network technologies can fail and
how to recover from those failures.

2.1 What Is a Network?

A network is a set of two or more devices, typically called nodes, which are
connected in some way to allow communication between them. A device may be a
host (or end system) such as a desktop, laptop, smartphone, tablet, gaming console,
security system, or even an appliance such as an Internet-enabled toaster. These
devices are called end systems because they are typically the source or destination
of a communication. If not an end system, a device is a connecting device, such as
a router, which connects networks to other networks, or a switch, which is used to
connect devices. Devices are connected by communication links made from various
materials including coaxial cable, copper wire, optical fiber, and radio spectrum.
Connecting devices receive data from one incoming communication link and for-
ward that data onto one or more outgoing communication links. The process of
determining the outgoing communication link is called switching. Figure 2-1
displays a picture of a local area network connected to other networks, that is, a
network of networks. Note that the switch connects the end systems to create a
network and the router connects the network to other networks (not shown).

2.2 Types of Networks

A traditional method to categorize the types of networks is by the distance the
network spans. This categorization yields the following types of networks: local
area network (LAN), metropolitan area network (MAN), wide area network (WAN),
and personal area network (PAN).

2.2.1 Local Area Network

A'local area network (LAN) is one that connects end systems in a single geographic
area such as an office, a building, or a campus. All of the devices on the network are
owned by a single entity such as a university or business. A LAN could be as simple
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Figure 2-1

Local area network

Network diagram.

as two computers and a printer within a single office. Figure 2-1 shows a picture
of a LAN consisting of an Ethernet switch connected to three desktop machines.

2.2.2 Metropolitan Area Network

A metropolitan area network (MAN) is one that spans a city or a town. A MAN
connects multiple LANs via high-speed communication links such as optical fiber
links. Unlike a LAN, the devices within a MAN are not necessarily owned by a
single entity, but the entities that own the LANs want to be able to share resources
over a high-speed connection. One of the most common ways for organizations to
build this kind of network is to use microwave transmission technology. For
example, TV news vans often use microwave antennae to transmit video and sound
to the TV studio.

2.2.3 Wide Area Network

A wide area network (WAN) spans a much wider geographical region than either
a LAN or a MAN, spanning a town, a state, a country, or even the world. Another
significant difference is that is a LAN interconnects end systems and a WAN inter-
connects connecting devices, such as routers. In this respect, a WAN is similar
to a MAN. The main difference between a MAN and a WAN is that a WAN is not
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restricted to a particular geographic region. Figure 2-2 shows a picture of two
LANS that are connected via a WAN. The routers in the picture direct the packets
received from a host in one LAN to a destination host in the other LAN. The
switches direct a packet to a destination within the same LAN as the source.

2.2.4 Personal Area Network

A personal area network (PAN) is an interconnection of devices within a short
distance from each other, typically less than 10m. In addition to allowing devices
within the PAN to communicate, the PAN can support the transmission of data
from the devices to the Internet by identifying one of the devices to be the master
that plays the role of the Internet router. A PAN can be wired or wireless. A wired
PAN is typically constructed using USB or FireWire connections. For example, you
can form a wired PAN by connecting an iPhone to a Mac or Windows machine,
gaining access to the Internet through the iPhone via the USB cable. Protocols for
wireless PAN (WPAN) include Bluetooth and ZigBee. (Bluetooth and ZigBee are
discussed later.)

2.3 The Internet

The Internet is a WAN that spans the entire world and interconnects hundreds of
millions of computing devices. These devices include desktop machines, laptops,
smartphones, high-performance computers known as servers that store and
provide data, gaming consoles, and a myriad of other Internet-enabled devices.
The Internet is a packet switched network, which means that the data sent
from a sender to a receiver is broken into chunks called packets that are trans-
mitted independently and reassembled at the destination. These packets don't
necessarily follow the same paths to the destination and therefore can arrive out of
order. In addition, no resources are reserved in the path from the source to the des-
tination thus a packet could get dropped at a router if there is no room to store the
packet when it arrives. In contrast, in a circuit switched network a connection is
established between the source and the destination and needed resources along the
path are reserved before any data is transmitted. The resources along the path are
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dedicated to the communication until the connection is terminated. Circuit switching
is used in the traditional telephone network.

Two principal protocols, the Transmission Control Protocol (TCP) and the
Internet Protocol (IP), collectively known as TCP/IP, control the sending and
receiving of data across the Internet. The IP protocol specifies the format of the
packets that are transmitted and received by end systems. IP packets (also known
as datagrams) contain an IP header that contains, among other things, the IP
addresses of the source and destination end systems. Routers along the path from
the source to the destination use the destination IP address to determine the
outgoing communication link upon which the packet is transmitted. A router
maintains a forwarding table that maps a range of IP addresses to each communi-
cation link. Thus, the IP address and the forwarding table are used for switching.
Two types of IP addresses are widely used: IPv4 and IPv6. IPv4 addresses are
32 bits supporting a total of 2°* (over 4 billion) devices. With the growth of the
Internet, especially with the growing interest in IoT, the number of IPv4 addresses
is expected to run out. Thus, IPv6 is being employed to provide more IP addresses.
IPv6 addresses are 128 bits supporting 2'*® addresses, enough to assign every grain
of sand an IP address! Because of the near impossibility of an immediate change
from IPv4 to IPv6, IPv4 and IPv6 addresses will probably coexist for some time.

The body of the IP packet is called the payload. Typically, the payload is a TCP
segment. (The payload could be some other type of packet, but we will only discuss
TCP segments.) The TCP protocol defines the format of the TCP segment and
provides error-free, in order delivery of the transmitted data. Among other things
the TCP header contains a segment number that allows the transmitted data to be
put in order at the destination. The TCP header also contains bits, called checksum
bits, which can be used to determine whether an error was introduced to the seg-
ment (the TCP header and/or payload) during transmission. Bit errors are generated
by noise on the network. For example, cables that are too close to a noise source,
such as lights, can suffer from bit errors. A simple error detection approach is to
store an extra parity bit for every 8 bits in the packet. The parity bit is O if the
number of 1s in the group of 8 bits is even; otherwise, the parity bit is 1. This very
simple scheme can successfully detect an odd number of bit errors. (Note: the actual
TCP checksum implementation is more sophisticated than this simple scheme.)

As can be seen in Figure 2-3 the message that is sent by an application (e.g., a
Web browser) is encapsulated first in a TCP header. This encapsulation is performed

Figure 2-3
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by transport layer software running on the end system. In fact, for large messages,
several TCP segments may be created to transport a single message. Network layer
software then encapsulates the TCP segment with an IP header. Routers between
the source and the destination examine each IP header in order to choose the
appropriate outgoing links. The packet is decapsulated by software at the destination
host. Transport layer software reassembles the TCP segments using segment num-
bers in the TCP headers and the message is delivered to the receiving application
(e.g., a Web server).

The backbone of the Internet is a collection of large networks owned by
communication companies such as Sprint, Verizon, AT&T, and NTT. These back-
bone networks are connected to each other at Internet Exchange Points (IXPs),
which is a physical infrastructure consisting of one or more network switches and
routers to which the backbone networks are directly connected. The networks
connected to these IXPs typically have a public peering relationship, meaning
that they accept each other’s traffic without charge. Provider networks are
connected to the backbone networks and pay for the services of the backbone.
Customer networks are connected to the provider networks; the customer networks
are those that contain end systems that use the Internet. The backbone and pro-
vider networks are also known as Internet Service Providers (ISPs). Figure 2-4
illustrates the organization described in this paragraph.

Often an organization desires its own private network (end systems, connecting
devices, and links) to ensure that communication across the network remains
confidential. However, creating the physical network to support this is very costly.
Instead, an organization can create a virtual private network (VPN) over the
Internet by encrypting data before it is transmitted over the public Internet and

Figure 2-4
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decrypting it at the destination. The protocol that provides this service is IPSec.
[PSec can be used in two modes. In transport mode, IPSec protects the TCP
segment by encrypting it and adding to it an IPSec header and trailer. The IP
header added to that is not protected by IPSec; thus the source and destination
addresses are visible. Only the source and destination hosts are aware that IPSec
is being employed. In tunnel mode, IPSec encrypts the entire IP packet and adds
a new IP header whose destination address is the router that connects the desti-
nation host to the Internet. The router then decrypts the IP packet and delivers
it to the destination.

2.4 Communication Technologies

An access network physically connects a host or end system to the first router,
called the edge router, on its path to another end system. For example, you probably
have access to the Internet via your cell phone. How is it that your cell phone
connects to a router that can send your request for a particular Web page to the
appropriate destination? Beyond the connection to the first router, the core net-
work or backbone network is the part of the network that connects the access
networks. For example, in Figure 2-2 the two LANs are access networks; the WAN
is the core network. This is a very simple example. In fact, the core network can
consist of many connecting devices and communication links.

Access and core networks are either wired or wireless. If the network is wired,
data is transmitted across a physical medium such as twisted-pair copper wire.
Wireless enables the transmission of data over a distance without requiring wires,
cables, or any other electrical conductors. The data is transmitted through the air
by using electromagnetic waves like radio frequencies, infrared, and microwaves.
The remainder of this section discusses different technologies for creating wired
and wireless networks.

2.4.1 Wired Network Technologies
Dial-up
Before telephone companies and cable companies offered Internet access, access
from the home was obtained via Dial-up over traditional twisted-pair copper wire.
A computer generates digital signals and the telephone line requires audio; thus a
modulator/demodulator (modem) was used to convert digital to audio and vice
versa. Software on the computer would explicitly dial the ISP. Unfortunately, dial-
up service is very slow and when the computer for the Internet connection is using
the phone line, it cannot be used as a regular telephone. Figure 2-5 illustrates how
dial-up works. Note that the user is directly dialing the ISP

Most Internet users are now able to obtain access to the Internet via a broad-
band service. Broadband services provide a high rate of transmission over a wide
range of frequencies. The wide range of frequencies allows a lot of data to be
transmitted simultaneously, increasing the data rate (i.e., the number of bits trans-
ferred per second).
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Digital Subscriber Line

Telephone companies developed the Digital Subscriber Line (DSL) to provide
higher-speed, broadband, Internet access. DSL allows the telephone line to be
simultaneously used for both voice and data by sending the data at a higher frequency.
A home’s DLS modem takes digital data and translates it to high-frequency tones
for transmission over the telephone lines. At the telephone company’s central office,
a digital subscriber line access multiplexer (DSLAM) converts the analog signals
back to digital format and directs voice communication to the telephone network
and the data communication to the Internet. At the customer end, a DSL splitter
separates the analog signal into the high-frequency data and low-frequency voice
and forwards the Internet data to the DSL modem. This process can be seen in
Figure 2-6. Note the telephone lines connect to the telephone company’s central
office, which separates the voice and data.

Cable

Cable companies provide television signals over a coaxial cable, which is a type of
wire that consists of a center wire surrounded by insulation and a grounded shield
of braided wire. The shield minimizes electrical and radio frequency interference.
Cable companies provide customers with Internet access by dividing the coaxial
cable bandwidth into three bands: a video band that occupies frequencies from 54
to 550MHz, a downstream data band (for downloading data from the Internet)
that occupies frequencies from 550 to 750 MHz, and an upstream data band (for
uploading data to the Internet) that occupies frequencies from 5 to 42 MHz. Similar
to a DSL splitter, a cable modem is used at the customer’s end that separates the
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Internet data from the television data. In addition, the cable modem converts the
digital computer network data into analog signals for transmission. At the cable
provider’s end, a cable modem termination system (CMTS) converts the analog
signal back to digital format. Figure 2-7 illustrates cable Internet.

Fiber to the X

Fiber to the X where X represents the destination of the fiber is an initiative to
replace traditional copper wire used for telephone communications and CATV by
optical fiber. Optical fiber is flexible, transparent fiber made from glass or plastic
that is used to transmit data in the form of light at a much higher rate than metal
wires. In the case of fiber to the home (FTTH), the fiber extends to a box outside of
a customer’s home. Fiber to the last amplifier (FTTLA), or more commonly called
hybrid fiber coax (HFC), is a technique that is used by cable companies to replace
coaxial cable by fiber all the way to a neighborhood. Coaxial cable then extends
from there to the customer’s home. Optical fiber can provide enormous improve-
ments in the rate at which data can be provided to the consumer, potentially
gigabits (billions of bits) per second compared to megabits (millions of bits) per
second for cable and DSL. However, most FTTH ISPs provide different rate offerings
where higher rates cost more money. Much of the core network is implemented by
the optical fiber cable owned by major telecommunications companies.

Ethernet

Ethernet is the most common choice for access networks in corporate and univer-
sity campuses. An Ethernet LAN typically uses twisted-pair copper wire to connect
end users to an Ethernet switch, which is in turn connected to an edge router. End
systems communicating over Ethernet divide a stream of data into shorter pieces
called frames. Each frame contains source and destination MAC addresses which
are the addresses given by the manufacturer to network interfaces. An Ethernet
switch then outputs a frame onto the appropriate link based upon the MAC
address. The frame also contains error-checking bits so that damaged frames can
be detected and discarded. Ethernet can provide transmission rates of hundreds of
megabits per second.
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2.4.2 Long-Range Wireless Network Technologies

This section gives an overview of Worldwide Interoperability for Microwave Access
(WiMax), cellular, and satellite technologies that can be used to build a Wireless
Wide Area Network (WWAN). A WWAN delivers Internet access to devices in a
large area. These devices are typically cell phones or mobile devices, but WWAN
cards are also available for laptops.

WiMax

WiMax is a wireless technology similar to Wi-Fi but operating at higher speeds and
over a wider area designed to replace the use of cable or DSL. WiMax utilizes base
stations that have both a transmitter and a receiver and an adaptive antenna system
(AAS). The ASS antenna can focus its transmission energy in the direction of a
receiver when transmitting and in the direction of the transmitter when receiving.
WiMax stations can communicate with each other. A WiMax station might also
have a high-bandwidth, wired connection to the Internet. WiMax customers can
use a WiMax subscriber unit that connects to the WiMax network and provides
Wi-Fi connectivity within the home. Or customers can connect to the WiMax
network via a WiMax-enabled computer similar to how computers connect to
Wi-Fi. WiMax operates on the same general principles as Wi-Fi; it sends data from
one computer to another via radio signals. A computer (either a desktop or a
laptop) equipped with WiMax would receive data from the WiMax base station.
WiMax is also one of the versions of 4G wireless available in phones as Sprints 4G
technology, although WiMax started out as a way to deliver wireless broadband to
homes and businesses. Figure 2-8 illustrates a WiMax network. Note that one of
the base stations is connected to the wired Internet.

Cellular

Cellular phone communication works much the same way as other wireless com-
munication. Signals carrying voice, text, and digital data are transmitted via radio
waves from one device to another. In the case of cellular networks, the data is
transmitted not to a nearby access point as it is with Wi-Fi or directly from device
to device as is the case with Bluetooth, but instead data is transmitted to or received
from a base transceiver station (BTS) that may be quite far from the cellular phone
(Figure 2-9).

Figure 2-8
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Cellular network architecture.

The term cellular is derived from the cellular design of the mobile network.
The mobile phone network is divided into thousands of overlapping geographic
areas called cells. A BTS is stored within each cell that provides service to each
mobile device in the cell. The coverage area of the cell depends upon many factors
including the transmitting power of the BTS and obstructions within the cell,
such as obstructing building. The typical radius of a cell is between 2 and 20 km.
A single base station controller (BSC) services tens of BTSs by allocating a radio
channel and by handling the handoff of mobile communication from one BTS
to another BTS when the signal between the current BTS and mobile device
deteriorates. Together the tens of BTSs and the single BSC make up what is
called a base station system (BSS). A switching office, called a mobile switching
center (MSC), controls the BSS and connects the cellular network to the public
switched telephone network.

Cellular technologies can be classified into generations. The 1G systems
were analog and supported only voice communication. The 2G systems were
designed to support digitized voice in order to provide higher-quality mobile
voice communications. In addition, the transmission of digital data rather than
analog data allows the frequency spectrum to be used more efficiently; thus the
amount of bandwidth, that is, range of frequencies, required to transmit voice
communication is smaller. Also, 2G supported the transmission of text messages.
The 3G technologies provide both digital data and voice communication. Via 3G
technologies, a portable device is automatically connected to the Internet; that is,
there is no need to dial a number to connect. The 3G technologies allow someone
to talk to anyone in the world with quality that is as good as the traditional tele-
vision network. In addition, users can stream videos, surf the Internet, play
games, participate in video conferences, and more. Unlike 3G technologies, 4G
technologies are entirely packet based. This means that all voice and data are
carried in IP datagrams. The 4G technologies also provide significantly higher
upload and download rates over 3G; thus any app that requires transferring large
amounts of data benefits from 4G. The 5G refers to the next generation of the
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mobile network technology. In addition to providing faster speeds, 5G networks
will also meet the requirements created by the 10T, for example, hundreds of
thousands of simultaneous connections to be supported for massive sensor
deployments.

Satellite

A satellite network consists of three types of nodes: satellites, stations, and end
hosts, such as satellite phones or satellite modems. The stations communicate
directly with the orbiting satellites via radio signals. There are three categories
of satellites based upon their orbits, which is the path it travels around the
earth. Geostationary earth orbit (GEO) satellites permanently remain 36 000 km
over a single spot on the Earth. The huge distance from the ground station to
a GEO satellite causes a signification delay in the time that transmitted data
takes to propagate from the station to the satellite. In spite of the delay, GEOs
satellites are often used in areas without access to DSL or cable-based Internet.
Three GEO satellites equidistant from each other can provide full global
transmission.

Medium earth orbit (MEQ) satellites are located at altitudes between 5000
and 15000 km. The primary use of these satellites is for navigation, for example
for the United States’ Global Positioning System (GPS), Russia’s Global Global
Navigation Satellite System (GLONASS), and Galileo, the Global Navigation
Satellite System (GNSS) created by the European Union and European Space
Agency. MEO satellites travel overhead at all times, instead of tracking with a
fixed point on Earth as GEO satellites do. MEO satellites can provide constant
coverage through a constellation of several satellites that are closer to Earth,
offering a significantly lower propagation delay than GEO satellites.

Low earth orbit (LEO) satellites have a circular orbit about 500-2000 km
above the earth’s surface. Because of the smaller altitude, they take much less time
(about 90 minutes) to revolve around the earth than MEOs. In addition, LEO sat-
ellites change their positions relative to the ground position quickly; thus a large
number of satellites are needed if an application requires uninterrupted connec-
tivity. For this reason, LEO satellites are often part of a group of satellites working
in concert known as a satellite constellation. Low earth orbiting satellites are less
expensive to launch into orbit than geostationary satellites and, due to proximity
to the ground, do not require as high a signal strength. LEO satellites communicate
with each other as well as with ground stations. The International Space Station,
the Space Shuttle, and the Hubble Space Telescope are all in LEO. LEO satellite
communication may be used in the future to provide global access to the Internet
(Gershgorn, 2015).

Satellite signals are transmitted far above the earth and do not rely on towers.
Satellite phones and satellite base stations can receive the signals. Because they do
not rely on towers, satellite signals are especially useful in remote areas. In addition,
satellites are not damaged by disasters on earth such as earthquakes and thus
satellite phones can be an important means for communication in an emergency.
However, if a single satellite fails, communication can be lost entirely.



30 COMPUTER NETWORKS AND EMERGENCY MANAGEMENT

2.4.3 Short-Range Wireless Network Technologies

The technologies described in this section provide short-range connectivity rang-
ing from a few centimeters (Near Field Communication or NFC) to hundreds of
kilometers. However, the uses of these technologies tend to be quite different.
Wi-Fi technology is typically used to allow end systems access to the Internet,
although it can also be used to connect a laptop to a Wi-Fi printer or to share
documents between two nearby computers. In general, Wi-Fi is used as a sub-
stitute for high-speed cabling, such as Ethernet; thus Wi-Fi is commonly used to
build a Wireless LAN (WLAN). Bluetooth technology is typically used to transfer
data between two Bluetooth devices, for example, between a mobile phone and a
hands-free headset. Like Wi-Fi, Bluetooth can also be used as an access point to
the Internet, but provides that access at a much lower rate. Bluetooth, ZigBee,
Dash7, RFID, and NFC are all technologies that can be used to build Wireless
Personal Area Networks (WPAN). ZigBee and Dash7 both consume less power
and have a higher range than Bluetooth and thus are better choices for sensor
nodes in smart city applications. RFID and NFC devices are used for extremely
short-range data transmission of small packets of data making them suitable for
tracking objects, including people and animals. This section describes each of
these in more detail.

These technologies can also be used to build a Wireless Sensor Network
(WSN). A WSN is a wireless network consisting of a collection of sensors to monitor
physical or environmental conditions. Nodes in the WSN system communicate
with each other. One node provides wireless connectivity back to the Internet.

Wi-Fi

WLAN access based on IEEE 802.11 technology is known as Wi-Fi. Wi-Fi
provides a low-power form of wireless transmission over short distances. The end
system, usually a laptop or a cell phone, must be with a few tens of meters of the
wireless router that serves as the access point. Typically, the wireless router is
connected to a cable modem or DSL.

Bluetooth is a popular technology for building a WPAN known as a piconet.
A piconet consists of a master device, up to seven active slave devices, and up to
255 inactive (parked) slave devices. The master device can bring an inactive device
into active status at any time, after an active device is parked. The slave devices do
not communicate with each other or with the Internet. All communication is
through the master device. A simple example of a piconet is a fitness-monitoring
device connected to a cell phone via the Bluetooth connection.

ZigBee defines technology for building a WPAN that is simpler and less
expensive than Bluetooth. The ZigBee specification defines a radio protocol for
communication among low-cost, low-power devices at a lower rate of transmission
than Bluetooth devices. ZigBee has been successfully used in devices for control
such as for lighting, irrigation, aerial vehicle (AV) systems, industrial equipment,
security systems, and patient monitoring. For example, a ZigBee device can be
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Figure 2-10

e ﬂ
I

Router
ZigBee ZigBee ZigBee Wireless
coordinator router end device

ZigBee wireless sensor network.

used to monitor a patient’s blood pressure and heart rate and communicate the
information to the hospital.

ZigBee devices are typically arranged in a mesh network where the connection
is spread out among wireless nodes that can communicate with each other across
a large area. The mesh network boosts data transmission range (up to 65000 nodes
can be on a single network) and provides greater fault tolerance if a node fails.

ZigBee nodes can be coordinators, routers, and end devices. Coordinators
are comparable to Bluetooth master nodes and establish the network and store
information like security keys that are used to encrypt transmitted data. ZigBee
coordinators form the network by determining the PAN ID and the channel used
for communication. Routers and end devices join the network. Routers act as
intermediate nodes and relay data from other devices. End devices are low-power
gadgets that can communicate with coordinators and routers but cannot transmit
data to other end devices. End devices sleep most of the time in order to con-
serve batteries. Figure 2-10 illustrates a ZigBee WSN. The ZigBee end devices
would contain sensors for things such as light, sound, temperature, pressure, gas,
and so on.

Dash7

Dash7 is a long-range, low-power wireless communications standard for
applications requiring modest bandwidth like sensor readings or providing the
coordinates for location-based advertising. Dash7 excels at connecting things
that move. Unlike Wi-Fi and Bluetooth, the “instant-on” capability of Dash7 allows
connections with passing cars, buses, or people jogging. In addition, Dash7
operates at 433 MHz, which is a frequency that allows penetration through
walls and supports ranges up to many kilometers. Like Bluetooth and ZigBee,
Dash7 defines technology that can be used to build a WPAN where devices
communicate in a master—slave relationship. However, Dash7 devices have a
higher range and longer battery life.
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Radio-Frequency Identification Systems

Radio-Frequency Identification (RFID) is a communication technology to
uniquely identify tagged objects by transmitting radio signals. An RFID system
consists of tags, a reader, and a database. The reader decodes the data stored in
the tag and the data is transferred to the database for processing. RFID systems
are widely used in manufacturing for tracking parts, in shipping, and in payment
systems such as for toll roads. They are also being used in emergency management
as described later.

RFID tags are either active or passive. Active RFID tags contain their own
power source (i.e., a battery), giving them the ability to broadcast their tag. A reader
within 100 m will be able to read the tag. Passive RFID tags do not have their own
power source. Instead, the electromagnetic energy transmitted from an RFID
reader causes the tag to activate. Because the radio waves must be strong enough
to power the tags, the read range is smaller than it is for active tags. In particular,
the reader must be within 25 m of the passive tag to activate and read the tag.

Near Field Communication

NFC is used in mobile devices for very short-range (10 cm or less) communication.
Unlike RFID systems where an RFID device is either a tag or a reader, NFC is bidi-
rectional; thus it is possible to share information between devices. The predomi-
nant current application of NFC is the digital wallet. A smartphone equipped with
NFC can be used as a substitute for a credit card and can also be used to provide
identification. In addition, since NFC communication is bidirectional, it can be
used to share data (pictures, videos, contact information) between devices. Like
RFID systems, NFC devices can be used for asset management; for example, in
emergency response, NFC devices can be used to track people, animals, medical
equipment, and so on.

2.5 The Internet and Emergency Management

In 2015, 67% of American homes had broadband Internet access (Horrigan and
Duggan, 2015). This has slightly decreased from 2013 as more adults are using
smartphones to access the Internet. About 13% of American adults reported in
2015 that their smartphone is the only device that they use to access the Internet;
this is up from 8% in 2013. Overall access to the Internet continues to grow. Some
80% of American adults reported having either a smartphone or a home broad-
band subscription in 2015, compared with 78% who said this in 2013.

Being able to access the Internet has forever changed how news is pro-
duced and consumed. In the past, communication between newscasters and
news consumers was one to many. Now, anyone with a phone and/or an Internet
connection can contribute to the media conversation by calling into a talk
show or posting to one of many available social media sites such as Facebook
and Twitter.
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In fact, the Internet enables government entities to serve as their own news
bureaus. For example, during Hurricane Sandy, the New York Office of Emergency
Management used Twitter and Facebook to provide hourly updates about evacuations,
shelters, aid, and storm conditions. The Boston Police Department (BPD) used
social media immediately after the Boston Marathon bombing to let people know
what had occurred. The use of social media, in particular Twitter and Facebook,
allowed the BPD to correct misinformation that was being spread by professional
media outlets and social media sites. The public and professional news organiza-
tions alike soon realized that the most accurate information about the bombing
was available on official BPD social media accounts. It is becoming increasingly
more common that social media networks are a primary source of information for
rescue authorities and victims following a natural or man-made disaster (Besaleva
and Weaver, 2016).

The Internet has changed the hierarchical nature of information flow in an
emergency situation. In the past, information flow in emergency management
was top-down. Local officials would learn details about an emergency from
their superiors if they needed to; likewise, community members would learn
details from local officials. The Internet has changed the flow of information
since the Internet is typically the source of information in an emergency and the
information becomes available to all simultaneously. Misinformation and the
misinterpretation of information on the Internet is a problem. However, for
emergency management, the ability to communicate widely and quickly outweighs
possible drawbacks.

The Internet is not immune to communication failures that occur during disas-
ters but can sometimes stay intact or be repaired more quickly than other forms of
communication. The most common cause of failure is physical damage to devices
and network infrastructure (Richards, 2015). For example, hurricane force winds,
floods, and seismic activity can potentially damage cell towers, power lines, and
optical fiber cables. Damage to a cell tower will disrupt an area’s wireless communi-
cation. A cell tower is expensive and time-consuming to repair and also requires
getting a crew to the devastated area. Optical fiber cables can be even more challeng-
ing to repair because the cables are underground, making it more difficult to find the
location of the damage and requiring excavation to pinpoint and repair the damage.
Wireless links are also susceptible to disruption by heavy rain, snow, or fog.

Satellite-based emergency communication devices are typically the most reli-
able devices in an emergency situation because satellite communication is not
affected by any localized conditions such as floods, power outages, fires, earth-
quakes, hurricanes, tornadoes, or other disasters. In addition, satellite coverage is
universal. However, satellite phones are expensive and not widely used by the
general public. In addition, if a single satellite fails, communication can be com-
pletely disabled and impossible to repair quickly.

In the absence of physical damage, the network infrastructure may still be
unusable due to the volume of network traffic generated by those impacted by the
disaster. When a disaster occurs, the network becomes inundated by videos and
photos of the damage, friends and family attempting to communicate with loved
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ones in the impacted area, and communications between emergency personnel.
Network nodes that receive data from many downstream networks, for example, a
DSLAM device that receives DSL traffic from many customers, are often the failure
points for congested network. If the network becomes too congested, messages can
be lost entirely.

Communication failures are less likely when there is more than one type of
path between the source and destination of the communication. This way if one
path is destroyed during a disaster, the other path may still be intact. For example,
if a customer has both broadband Internet access via DSL or cable and Internet
access via the cellular network then if a break occurs in underground cables, the
customer may still be able to access the Internet via the wireless link. However,
this solution relies on the customer to purchase the needed redundancy. Indeed,
the Pew Research Center found that the number of homes in the United States
with broadband Internet access has slightly decreased in recent years as more
adults are using only their smartphones to access the Internet (Horrigan and
Duggan, 2015).

Broadband ISPs can provide more stability to their customers by complement-
ing their own existing cable links with wireless links. The backup wireless solution
must be as reliable and at least as high capacity as the wired connection, otherwise
it too may be ineffective if the primary connection fails.

In an emergency situation in which communication has been destroyed,
an ad hoc network can be quickly created to restore cellular communication
(Richards, 2015). Cellular on Wheels (COW) and Cellular on Light Trucks
(COLT) can be transported into an area to temporarily provide cellular service.
A COW consists of networking equipment on a flat-bed trailer that has to be
hooked to a truck tractor. A COLT is a self-contained truck that provides cellular
and possibly Wi-Fi and portable charging stations for mobile devices. COLTs are
used more often in the event of a natural disaster, as their independent operation
can make them easier to deploy. As one example, COWs were deployed in the
aftermath of Hurricane Katrina to provide critical phone service to rescue and
recovery workers when the area’s cellular networks were otherwise disabled.

FOR EXAMPLE

In October 2012, Hurricane Sandy devastated New York City, killing more than
100 people, crippling public transportation, cutting power to over 8 million
homes, damaging infrastructure, and destroying entire communities. However,
during that time AT&T, one of the countrys leading network carriers, suffered
no network problems (Bell, 2012). AT&T accomplished this impressive feat by
sending COLTs and COWs to New York City, Long Island, and various locations
in New Jersey. The trailers contained the exact same equipment as an AT&T
central office, including their own power supply, and thus could be parked in a
parking lot to become the central office. These mobile cellular towers were set
up to provide cellular network access to Sandy victims.
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2.6 IoT and Emergency Management

The IoT is a massive network of often battery-powered devices, estimated to reach
30 billion by 2020 (ABIResearch, 2013). These devices may connect to each other
through the Internet, but more frequently they talk directly to each other through
Bluetooth, ZigBee, or other wireless standards. Beyond this networking-oriented
definition, 10T can be seen as a technology that enables decentralized systems of
cooperating cyber—physical Smart Objects (SOs) which are physical objects,
augmented with sensing/actuating, processing, storing, and networking capabil-
ities. SOs may cooperate with other SOs and exchange information with human
users and other computing devices.

The integration of SOs, people, physical environments, and computing devices
is often called a Cyber—Physical System (CPS). These include systems such as
Smart Cities, Smart Grids, Smart Factories, Smart Buildings, Smart Homes, and
Smart Cars. The terms CPS and IoT are often used interchangeably. However, loT
is more generally used to refer to the technology employed to provide connectivity
to devices. IoT technology enables the development of a CPS, such as a Smart Car,
that is, a car that could receive real-time traffic alerts and respond to them possibly
without user intervention.

FOR EXAMPLE

In May 2016, Juniper Research named Singapore the “Global Smart City—
2016.” The Singapore Smart City is empowered by an immense collection of
sensors and cameras that are deployed across the city to monitor everything
including the cleanliness of public spaces, crowd density, and the movements
of registered vehicles. Sensor data is being fed into a system known as Virtual
Singapore that is being built by the government’s National Research Foundation
with assistance from private—sector companies, universities, and other govern-
mental departments. In addition to receiving sensor data, the system maintains
a map that includes the exact dimensions of buildings, placement of windows,
and the types of construction materials used.

At this point, applications for the data are being envisioned and developed
including applications that:

reroute buses based on where riders are gathering

collect information about the bumpiness of bus rides from riders’ cell
phones to determine where road repairs need to be done

detect smoking in prohibited areas

automatically charge tolls based upon the movement of the registered vehicle
provide parking information through an online map

monitor the movements of elderly people in their homes to detect a
potential emergency

inform volunteers that can perform CPR of someone who has suffered
from a cardiac arrest who is within 400m of their location

> > > >
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To enable the development of applications, the Singapore government has
created an initiative called “Smart Nation.” This initiative seeks to engender
a people-centric approach to creating applications by rallying citizens,
industries, research institutions, and the government to participate in their
creation. The government facilitates the development by sharing the exten-
sive real-time public domain data collected via the vast network of sensors
and cameras.

More precisely, 10T is the combination of billions of IP-enabled devices, RFID
tags, WSNs, mobile apps, and cloud computing. Cloud computing refers to the
practice of using servers that can be accessed via the Internet to store, process, and
access data. A server is a computer that provides computing resources or data to
other computers. If those two computers communicate via the Internet, then it
is employing cloud computing and the server is located in what is called the
cloud. For example, wireless sensor data can be sent to the cloud for storage and
processing. Emergency personnel can then have access to the processed data via a
mobile app.

WSNss are of particular importance to the field of emergency management
since sensors can be used to detect environmental parameters that may indi-
cate an emergency situation (Benkhelifa et al., 2014). For example, changes in
atmosphere and temperature can be used to detect a forest or building fire. The
presence of a toxic gas may indicate an explosion. Vibrations may indicate an
earthquake. In addition, during rescue and recovery, the number of Bluetooth
devices in the area can be used to estimate the number of victims. If a company
uses an RFID system or NFC for tracking entrance into a building, that data
can be used to determine the number of people in a building in the event of a
disaster.

One of the key tasks of emergency management is tagging/tracking and RFID
systems can support this important task. An urgent problem at the emergency
scene is the overwhelming number of victims that must be monitored, tracked,
and managed by first responders and volunteers. In addition, the equipment
deployed at the emergency scene, as well as other resources to support victims,
needs to be managed and distributed appropriately. The process of managing
humans and other objects during emergencies is composed of the following tasks
(Ahmed, 2015):

A Marking or tagging of humans and objects
A Using tags to track humans/objects
A Using tags for object management before, during, and after emergencies.

In particular, RFID systems can be used to identify an object within a group of
similar objects and to provide real-time information about that object’s position.
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FOR EXAMPLE

Hurricane Katrina exposed a number of problems dealing with the evacuation
of citizens. In 2005, when Katrina loomed in the Gulf, most New Orleanians
did leave town, but more than 100000 residents were left behind. Many of
those that stayed lacked a car and money for transportation or had no one
outside of the city that they could turn to for shelter. In addition, some resi-
dents, not having Internet access, relied on television for information about
the storm. Television stations were slower at informing viewers how bad
the storm would be. Still others were disabled or suffering from a chronic
disease, which made evacuation more difficult. The city failed to inform its
most vulnerable residents about the seriousness of the impending storm and
they failed to facilitate their evacuation.

Many of the evacuees of Hurricane Katrina were moved to Texas. Unfortu-
nately, Hurricane Rita hit some of the areas to which Hurricane Katrina victims
were evacuated, causing those victims to be evacuated again. It became very
difficult for emergency personnel to keep track of who was being evacuated
and where they were being evacuated. Many of the victims of the storm were
separated from their families including a large number of parents separated
from their children. Special needs people were particularly vulnerable. It some-
times took weeks for families to find their loved ones.

After experiencing the evacuation mishaps of hurricanes Katrina and Rita,
Texas Governor Rick Perry spearheaded a program that uses RFID, GPS, and
bar code technology to automate the evacuation process of elderly, sick,
disabled, or able-bodied individuals or families who have no access to trans-
portation during an emergency. Evacuees meet at embarkation centers, which
are located in towns and cities. At these centers, adults and children are issued
wristbands and pets receive special tags affixed to their collars. Each wristband
and tag contains a bar code and/or an RFID. The IDs issued to the pets and
children are associated in a back-end database with those of their guardians.
Assets, such as medical equipment, are also tagged. Bar code scanners or RFID
readers are used to read the wristbands of evacuees boarding buses at the
various embarkation centers. GPS receivers inside of buses are used to track
the location of the bus and the evacuees inside of them. When evacuees leave
the bus, a bar code scanner or RFID reader is used to read tags of evacuees and
the database is updated to indicate who disembarked at that site.

WSNs, Unmanned Aerial Vehicles (UAVs), and Unmanned Ground Vehicles
(UGVs) can be used for disaster preparedness, damage assessment, and disaster
response and recovery (Erdelj and Natalizio, 2016). WSNs and UAVs can be used
for structural and environmental monitoring to provide information to forecast an
impending disaster. For example, sensors can be used to detect slope movement
that can predict a landslide (Frigerio et al., 2014). However, to enable disaster
preparedness often a WSN is deployed to an inhospitable location that can cause a



