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1This book is dedicated to our families, since books are “family
affairs.” We express gratitude for our family members support,
encouragement, and patience while we took evenings and weekends
away from them to write the book and coordinate the chapters.

The growing McCormick Family now includes a Kate, Anina,
Prunella, and Christine, in addition to Francis, Sr., Francis, Jr.,
Ellen, Simon, and Christopher. I am forever grateful to this family
throughout the years that were spent on developing this book.

Brian Gugerty dedicates the book to Kathleen Bartley,
his wife, Sean, Ryan, and Dylan, his sons, and to the memory of
Helen M. Gugerty, R.N., and Leo . Gugerty.

John dedicates the book to Mindy, his wife, Shawn, Michelle,
and Heidli, his children, and his parents Jim and Joanne, who

inspired us all toward kindness and service to others.

The book is also dedicated to the HIT professionals, clinical
informaticians, and STEM professionals in healthcare
organizations, HI T-focmed companies, government agencies,
and professional associations that the authors have been
privileged to work with, learn from, and be inspired by.
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nationally recognized and award-winning
Chief Information Officer, Acute Care
Hospitals & Applied Clinical Informatics
for Tenet Healthcare. Ms. Johnson pro-
vides the strategic vision and tactical plan-
ning for all clinical, patient management,
imaging, productivity, and supply chain



About the Contributors

systems used across Tenet’s acute-care hos-
pitals nationwide. As a pioneer in nursing
and nurse informatics, Ms. Johnson led
the most aggressive and successful EHR
implementation effort in the nation. Due
to her leadership, Tenet Healthcare is now
a national model of healthcare reform,
using quantifiable data to transform
clinical practice to enhance care delivery
and improve patient outcomes through
the use of EHR systems. Ms. Johnson is
also honored to serve in various elected,
assigned, and philanthropic positions at
the national level, including appointment
to the Health IT Standards Committee
(HITSC) of the Office of the National
Coordinator (ONC); appointment to the
Health Level 7 International (HL7) board
of directors; and election by the College of
Health Information Management Execu-
tives (CHIME) to the board of directors
and as CHIME Board Chair. Ms. Johnson
has been recognized in the industry as one
of “The Most Powerful Women in Health-
care IT” and as one of “50 Top Health-
care Information Technology Experts” for
being a guiding light in the industry and
advancing the important work of health-
care I'T.

Bipin Karunakaran, M.S., M.B.A,, is the
Vice President of Enterprise Data Manage-
ment at Geisinger Health Systems. He is
responsible for the build and implemen-
tation of major data processing, aggrega-
tion, and reporting systems, including the
big data system at Geisinger. He is also
responsible for advanced analytics systems
used to process millions of clinical notes
to extract key diagnosis using Natural Lan-
guage Processing (NLP) and predictive
modeling, helping providers make better
informed care decisions. Mr. Karunakaran
was the principal developer for Microsoft’s

first version of the digital media encoder
on the Web. He led the team at the Walt
Disney Company responsible for the first
companywide implementation of big data.
Mr. Karunakaran has held board seats as
a technical advisor for two major startups.
He received his M.S. in computer science
and engineering from University of Wash-
ington, Seattle, and his M.B.A. from the
UCLA Anderson School of Business, Los
Angeles.

J. Michael Kramer, M.D., M.B.A,, is a
senior vice president and the chief qual-
ity officer with Spectrum Health. As chief
quality officer, Dr. Kramer is the leader for
Spectrum Health’s Quality Outcomes and
Electronic Medical Records teams. He is
actively engaged in advancing the quality,
safety, and analytics strategy of all Spec-
trum Health’s inpatient, outpatient, and
insurance businesses. In his CMIO roles,
Dr. Kramer has been a national leader in
designing methodologies for implement-
ing and optimizing systems that assist
clinicians in achieving high-quality care
and evidence-based outcomes. Dr. Kramer
brings to his role as CQO more than
20 years of information systems experi-
ence. He previously taught applied clinical
informatics at the University of Michigan.
Dr. Kramer is currently highly engaged in
implementing MACRA and supporting
the integrated care model across Spectrum
Health’s 180 practice locations and 9 hos-
pitals using five different electronic medi-
cal records.

Philip J. Kroth, M.D., M.S., is an asso-
ciate professor at the University of New
Mexico (UNM) School of Medicine. He
is also the director of the Biomedical Infor-

matics Research, Training and Scholarship
unit at the UNM Health Sciences Library
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and Informatics Center and Section Chief
of Clinical Informatics in the UNM
Department of Internal Medicine. Before
joining UNM in 2004, Dr. Kroth received
his B.S. in computer engineering from the
Rochester Institute of Technology in 1987,
his M.D. degree from the Medical Col-
lege of Ohio in 1995, and completed his
residency in internal medicine at the State
University of New York at Buffalo in 1999.
He completed a research fellowship in
biomedical informatics at the Regenstrief
Institute at the Indiana University Medi-
cal Center, where he also earned an M.S.
in clinical research in 2003. At UNM, in
addition to practicing as a general inter-
nist, Dr. Kroth directs a post-doctoral
research fellowship in biomedical infor-
matics as well as the new clinical informat-
ics fellowship for physicians. Dr. Kroth is
board certified in both internal medicine
and clinical informatics.

Roman Mateyko has worked in the tele-
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ment and engineering roles in the private
and public sector. After moving to Vic-
toria in 1988, he joined the Government
of British Columbia where he worked in
engineering, service management, contract
management, planning, and strategy. Dur-
ing his tenure as a Network Planning Man-
ager, he was responsible for the planning
and engineering of the Provincial Learning
Network, which connected 2,000 schools
to SPAN/BC, the province’s data net-
work. He is currently Executive Director,
Architecture and Planning Administra-
tor’s Office of the CIO in the Ministry of
Labour, Citizens’ Services. Before joining
government, Mr. Mateyko worked in the
cellular industry and for a common carrier.
His experience includes negotiations, con-
tract management, service management,

engineering, planning, implementation,
and operations of large-scale physical and
logical networks. Mr. Mateyko has a bach-
elor of applied science in electrical engi-
neering from the University of Toronto, is
a professional engineer, a member of the
IEEE, and is currently an adjunct assistant
professor at the University of Victoria.

Mac McMillan is co-founder and CEO of
CynergisTek, Inc., a top-ranked informa-
tion security and privacy consulting firm
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and former chair of the HIMSS Privacy &
Security Policy Task Force. Mr. McMillan
brings nearly 40 years of combined intelli-
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sulting experience from positions within
the government and private sector and has
worked in the healthcare industry since
his retirement from the federal govern-
ment in 2000. Mr. McMillan is a thought
leader in compliance, security, and privacy
issues in healthcare, contributing to sev-
eral industry trade publications and blogs.
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Review’s lists of influential healthcare IT
leaders by both its writers and readers in
2015, and was named one of the top 10
health information security influencers of
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in the U.S. government. He holds a mas-
ter of arts degree in national security and
strategic studies from the U.S. Naval War
College and a bachelor of science degree
in education from Texas A&M University.
He is a graduate of the Senior Officials in
National Security program at the John E
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of nursing. She is also co-founder and



About the Contributors

ex-officio chair of the Alliance for Nurs-
ing Informatics.

Dennis M. Seymour, CISSP, HCISPP,
ITILv3, is a consultant for Blue Cross
Blue Shield of Michigan leading the
information security training and aware-
ness program. Prior to his current role, he
was the chief security architect for Ellu-
men, Inc. He has more than 22 years of
healthcare-specific security experience,
including 15 years of experience at the
enterprise level for the Department of
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years as CMIO and also supporting a vari-
ety of digital health initiatives at organiza-
tions such as the National Health Service
(NHYS), Pfizer, and Cancer Care Ontario.
In addition, he has held academic posi-
tions as assistant professor of health infor-
matics at the University of Victoria and the
University of Toronto in Canada teaching
relevant courses and supervising graduate
students since 2012. Dr. Shabestari collab-
orates with several scientific journals and
granting agencies as a scientific reviewer.
He is very passionate about converting
health data into meaningful information
by different diagnostic and predictive ana-
lytics models and using them at the point
of care to improve healthcare delivery. He
currently serves as the director of health-
care analytics at Carilion Clinic and is a
member of the Health Management Acad-
emy in the United States.

Allison Viola, M.B.A., RHIA, is a Direc-
tor, Health IT with Kaiser Permanente,
where she identifies, develops, and recom-
mends strategic policy positions on health-
care IT issues and advises senior executives
across all the regions, functions, programs,
and entities on the adoption and imple-
mentation of positions related to stan-
dards, architecture, clinical models, infor-
mation privacy, and information exchange.
She reviews and assesses new healthcare I'T
standards and technologies, and new appli-
cations of technologies in healthcare for
possible use, development, and/or influ-
ence by Kaiser. Prior to Kaiser Permanente,
Ms. Viola has worked in managing large
healthcare IT system life-cycle implemen-
tations, data mapping, and support; policy
and strategy; and security solutions such as
biometrics and public key infrastructure
analysis. She also currently serves on DC’s
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Health Information Exchange Finance
Sustainability Subcommittee. Ms. Viola
holds an M.B.A. in finance from George
Washington University, a B.S. in health
information management with certifica-
tion as a Registered Health Information
Administrator from Temple University,
and a B.S. in business administration with
a marketing concentration from Blooms-
burg University.

Axel Wirth, CPHIMS, CISSP, HCISPD, is
a Healthcare Solutions Architect providing
strategic vision and technical leadership
within Symantec’s Healthcare Vertical,
serving in a consultative role to healthcare
providers, industry partners, and health-
care technology professionals. Drawing
from over 30 years of international experi-
ence in the medical device, healthcare IT,

and cybersecurity industries, Mr. Wirth
supports healthcare organizations in their
efforts to solve critical compliance, secu-
rity, and privacy challenges. Mr. Wirth
actively contributes to industry organiza-
tions and is a frequent speaker at confer-
ences, forums, and webcasts. He is lead-
ing the IHE PCD Cybersecurity working
group and is an active participant in the
Medical Device Innovation, Safety and
Security Consortium (MDISS). In addi-
tion, he supports several government
healthcare security initiatives and collabo-
rates with security thought leaders across
the industry. Mr. Wirth holds a B.S. in
electrical engineering from the University
of Applied Sciences in Diisseldorf, Ger-
many, and an M.S. in engineering manage-
ment from The Gordon Institute of Tufts
University.

About the Instructor Resource Contributors

Juliana J. Brixey, Ph.D., M.PH., R.N,,
earned her doctoral degree from The Uni-
versity of Texas Health Science Center at
Houston, School of Health Information
Sciences (School of Biomedical Infor-
matics, SBMI) in 2006. Dr. Brixey is an
associate professor at the University of
Texas Health Science Center at Houston.
She holds a joint appoint with SBMI and
School of Nursing. Dr. Brixey is Director
of the UTHealth Center for Interprofes-
sional Collaboration. Her research interests
include interruptions in workflow, patient
safety, user-centered design, and the use of
social media for online education. She has
a strong commitment to excellence in edu-
cation. This is demonstrated by her contri-
butions to the development of educational
materials in health informatics. Dr. Brixey
is an active leader in professional informat-
ics and nursing organizations.

Jack E. Brixey holds an M.S. in biomedi-
cal informatics as well as B.S. degrees in
Biology and Medical Technology. He is
certified by the American Society of Medi-
cal Technology (MTASCP). Following
retirement as a researcher in the chemical
industry, Mr. Brixey began a third career
as a health informatics consultant. In this
role, he has co-authored two teaching
guides for health informatics textbooks.
He volunteers his time for special projects
identified by the American Medical Infor-
matics Pioneers in Nursing Informatics
History Project.

Prior to retirement, Mr. Brixey worked
more than 35 years in chemical research,
engineering, and medical laboratory sci-
ence. Projects spanned from the produc-
tion of ultra-high purity chemicals for the
Atomic Energy Commission to the devel-
opment of high-capacity energy sources for
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aerospace use. In healthcare, Mr. Brixey
has extensive experience working in medi-
cal laboratories for the military, veterans’,
and civilian hospitals.

Vanessa Buckley holds an M.Ed. and
M.S. in biomedical informatics from
UTHealth School of Biomedical Infor-
matics (SBMI). Currently an instructor at
UTHealth School of Nursing, Ms. Buck-
ley has over 20 years' experience assisting
in grant-funded research projects and run-

ning complex data analysis for imaging
studies in the field of neuropsychology.
This research focuses on patients diag-
nosed with schizophrenia, behavioral dis-
orders, and addictions, and veterans with
mild traumatic brain injuries. Ms. Buck-
ley’s additional professional experience
includes serving as a teaching assistant at
the University of St. Thomas, a graduate
assistant at Texas Woman’s University, and
a tutor at Ross Elementary to students
with intellectual disabilities.

XXI






Partl
Chapter 1

Chapter 2

Chapter 3

Chapter 4

Part Il
Chapter 5

Chapter 6

Chapter 7

Chapter 8
Chapter 9

Chapter 10

Chapter 11

Chapter 12

CONTENTS AT A GLANCE

Healthcare and Information Technology in the United States

Healthcare Information Technology: Definitions, Stakeholders,
and Major Themes Kathleen A. McCormick, J. Marc Overhage,

John E. Mattison, Brian GUGErty .............cccceeeiiuiiiinninninnans
U.S. Healthcare Systems Overview  Philip J. Kroth ................

An Overview of How Healthcare Is Paid For

in the United States Donald Nichols ................cccccoovuun..

Healthcare Information Technology in Public Health,
Emergency Preparedness, and Surveillance

J. Marc Overhage, Brian E.DiXONn ............ccccovuiiiiiiiininninnn.

Fundamentals of Healthcare Information Science

Computer Hardware and Architecture for Healthcare IT

OMid SRADESTAIT ..o e

Programming and Programming Languages for Healthcare IT

Alex Mu-Hsing Kuo, Andre Kushniruk —................cccoiviiiinnnn.

Databases, Data Warehousing, Data Mining,

and Cloud Computing for Healthcare Alex Mu-Hsing Kuo ......

Networks and Networking in Healthcare Roman Mateyko .....

Systems Analysis and Design in Healthcare

Andre Kushniruk, Elizabeth Borycki .............cccoviviiiieininn...

Fundamentals of Health Workflow Process Analysis

and Redesign  J. Michael Kramer, Sheila Ochylski, Jane Brokel ....

Healthcare IT Project Management

Brian Gugerty, Amy Flick .........ccooeiiiiiiiiiiiiiiiiiiiieene,

Assuring Usability of Healthcare IT

Andre Kushniruk, Elizabeth Borycki .............cccoviiiiiiiinnnn.n.

21

49

71

89

111

133
169

209

233

263

297

XXiii



Healthcare Information Technology Exam Guide for CHTS and CAHIMS Certifications

XXiv

Partlil
Chapter 13

Chapter 14

Chapter 15

Chapter 16

Chapter 17

Part 1V

Chapter 18

Chapter 19

Chapter 20

Chapter 21

Chapter 22

PartV
Chapter 23
Chapter 24

Part Vi

Chapter 25

Chapter 26

Healthcare Information Standards and Regulation

Navigating Health Data Standards and Interoperability
JOYCe SeNSMEIET ..o 323

Interoperability Within and Across Healthcare Systems
JohnMoehrke ........cooiniiiii i 341

Assuring the Health Insurance Portability
and Accountability Act Compliance Chris Apgar ................ 373

Health Information Technology and Health Policy
AllISoN Viola .......oouiiii i 395

The Electronic Health Record as Evidence
Kimberly A. Baldwin-Stried Reich ...............ccccoovviiiiiiiiinnn.. 411

Implementing, Managing, and Maintaining Healthcare IT

Effective Organizational Communication for Large-Scale
Healthcare Information Technology Initiatives
LizJORNSON ....oouuii 465

Non-EHR HIT: From Architecture to Operations
Alistair Erskine, Bipin Karunakaran ....................cccocvviiiinnn. 487

EHR Implementation and Optimization
Diane Hibbs, Julie Hollberg ..............ccccooiiiiiiiiiiiiiiinnnnn. 509

Training Essentials for Implementing Healthcare IT
Cheryl A FISher .......oo.ueiiiiii i 539

Using Healthcare IT to Measure and Improve Healthcare
Quality and Outcomes Floyd P Eisenberg ......................... 557

Optimizing Healthcare IT
Big Data and Data Analytics John E. Mattison .................... 587

Innovations in Healthcare Impacting Healthcare
Information Technology Kathleen A. McCormick ................. 617

Making It All Secure: Healthcare IT Privacy, Security,
and Confidentiality

Framework for Privacy, Security, and Confidentiality
Dixie B.BAKEr .........uiiiiiiiiii it 639

Risk Assessment and Management GilaPyke .................... 671



Contents at a Glance

Chapter 27

Chapter 28

Chapter 29
Chapter 30
Chapter 31

Part VIl
Appendix A
Appendix B
Appendix C

Physical Safeguards, Facility Security, Secure Systems
and Networks, and Securing Electronic Media
Dennis M. Seymour .........c.c.ooieiiiiiii i

Healthcare Information Security: Operational Safeguards
SeANMUIDRY ..o

Architectural Safeqguards Lisa A. Gallagher .......................
Healthcare Cybersecurity Technology Mac McMillan ...........

Cybersecurity Considerations for Medical Devices
AXelWIrth ..o e

Appendixes

AHIMA CHTS Exams Domain Maps .......vvvevveiiiiiiiiiiiiinnnns
HIMSS CAHIMS Exam Domain Map .......c.ooovvvvviiiiiiinnnnnnn...
Aboutthe CD-ROM ....iiiiiiiiii e

XXV






Partl
Chapter 1

Chapter 2

CONTENTS

Foreword .. ..o xlvii
Acknowledgments ... ... oo xlix

Healthcare and Information Technology in the United States

Healthcare Information Technology: Definitions, Stakeholders,
and Major Themes
Kathleen A. McCormick, J. Marc Overhage, John E. Mattison,

Brian Gugerty ... 3
The Explosion of Healthcare Information Technology — .......... 4
New Network Complexity Requires New Standards for Data Sharing
and Interoperability —....... ... ... . o il 6
The Role of HIT in the Continuum of Healthcare ............. 7
The Increasing Volume and Shift to Value of Healthcare IT ... ... 8
Increasing the Volume of EHRs  .......... ... ... . .. 9
Measuring the Value of Healthcare .................... 9
Preparing a Critical Mass of Certified Healthcare IT Technicians
and Professionals  ....... ... ... ... 10
The Roles of HIMSS and AHIMA in Support of Healthcare
Information Credentialing, Education, and Training ......... 12
Healthcare Information and Management Systems Society
(HIMSS) oo 12
American Health Information Management Association
(AHIMA) . 12
Chapter Review . ... i 15
QUESTIONS .+ vt 16
ANSWEIS ottt 17
References ... ...t 18
U.S. Healthcare Systems Overview  PhilipJ.Kroth — ............ 21
U.S. Healthcare Delivery Organizations
and Management Structures .. ........ ... 22
Private Medical Practices ......... ... i, 22
Health Maintenance Organizations (HMOs) — ............ 22
Independent Practice Associations (IPAs) — ............... 23
Preferred Provider Organizations (PPOs) ................ 23
Hospitals .. ... 23
Academic Health Centers  ........................... 24

XXVil



Healthcare Information Technology Exam Guide for CHTS and CAHIMS Certifications

Xxviii

Chapter 3

Specialty Hospitals — ........ .. ... i
Public Health Departments  .................. ... ....
Other Healthcare Organizations  ......................
Healthcare Venues . ...... .ot
Ambulatory Care Centers ..., ..
Acute Care ...
Long-term Care Facilities ............................
Home Care/Visiting Nursing Services ..................
Community/Population Care  ........................
Hospice/Palliative Care ...,
Types of Healthcare ....... ... ... i i i,
Primary Care ... ...
Behavioral Health  ........ .. ... ... .. .. ... ... .....
Specialty Care ...t
Emergency Care  ........ ... o i
UrgentCare ... .. .. i
Acute Care vs. ChronicCare  ............c.ivininain..
Patient Education  .......... .. .. ... .. ..
Integrative Medicine ............ ... ... ool
Telehealth ... .. . ..
Healthcare Professions . ...,
Certification and Accreditation . ......................
Healthcare Reform and Qualicy —............ ... oo ...
Costs—U.S. Expenditures Overall Compared
to Other Countries . .........oiririiiinnnn...
Affordable Care Act (ACA) ...t
HITECH Meaningful Use Provision ...................
Medicare Access and CHIP Reauthorization Act of 2015
Healthcare Regulatory and Research Organizations  .............
Regulation ... .. ... . . o i
Research ... ... ..
Chapter Review .. ... oo
QUESTIONS & vttt e
ANSWEIS o
References ...

An Overview of How Healthcare Is Paid For in the United States
Donald Nichols ... e

The Nature of Health Insurance .......... ... .. ... .. ......
The Structure of Health Insurance  ........ ... ... .. .. .. ....
Insurance in the United States .. ........ .. .. ... .. .. ... .....
Insurance Products . ... ...
Commercial (Private) Insurance in the United States .......
Medicare ... ..
Medicaid . ... .

Uncompensated Care ...,



Contents

Chapter 4

Partll
Chapter 5

Chapter 6

Chapter Review . ... o
QUESTIONS .« vttt
ANSWerS .o e
References . ....coiiuiiii

Healthcare Information Technology in Public Health,
Emergency Preparedness, and Surveillance
J.Marc Overhage, Brian E.Dixon —............cccooviiiivuninnnnn.

Public Health Reporting ... oot
Registries ... ... o
Health Alerts . ... ..o o
Privacy and Security ...
Scopeof Data ...t
Clinical Information Standards .............. ... .. ... ....
Trends and What to Expect in the Future ........ ... ... ...,
Chapter Review . ... o

QUESTIONS  « .ot

ANSWELS ottt

References . .....oouiiiiii

Fundamentals of Healthcare Information Science

Computer Hardware and Architecture for Healthcare IT
Omid Shabestari  ...........cooiii i

Computer Hardware ........ .. . i
Input Devices ......... ... . i i
Output Devices ......... ..o i i
System Components —..............oviiniiinninnn.n.

Cloud Computing, ASPs, and Client-Server EMR Systems . ......

Hardware Management ................. ... ... ... ... ..
Operating Systems and Hardware Drivers ...............
Networking Hardware ....... ... ... ... ... ... ...
Portable Computers ......... ... oo,
Wearable Computers ............. ...
Server Computers ...
Trends in Meeting Hardware Requirements ..............
Computer Asset Management —........................

Chapter Review . ...
QUESTIONS .« ottt
ADNSWELS oot
References .. ...t

Programming and Programming Languages for Healthcare IT
Alex Mu-Hsing Kuo, Andre Kushniruk —.................ccooeen..
Languages and Virtual Machines ................... ... ... ..

Operating Systems . ...t
The CLanguage ...,

XXiX



Healthcare Information Technology Exam Guide for CHTS and CAHIMS Certifications

XXX

Chapter 7

The C++ Language ...
The JavaLanguage ......... ... i
Hypertext Markup Language (HTML) .......... ... ... .....
Extensible Markup Language XML) ......... ... ... ... ....
Active Server Pages (ASP) ... ...
PHP: Hypertext Preprocessor (PHP) ........................
Programming Languages and Development Environments
for Mobile Health Application Development ...............
Chapter Review .. ... oo
QUESTIONS & vttt
ANSWEIS ottt e
References . .....ooiiii

Databases, Data Warehousing, Data Mining,
and Cloud Computing for Healthcare
Alex Mu-Hsing Kuo ...t

Healthcare Databases  ........ ... ... i i i,
Database Basics ... .. o
Database Application Development Process  ..................
Analyzing the Business Scenario and Extracting
Business Rules ........ .. ... ... ... . . . ...
Modeling Database: Entity Relationship Diagram Design
and Normalization ........ ... ... ... ... ... ....
Creating a Physical Database Using Structured
Query Language ......... ... ... .. i
Implementing a Healthcare Database Application .........
Database Administration and Security ............. ... ... ...,
Database Administration .......... .. ... oo
Database Security  ........ ..
Data Warehouses for Healthcare ........... ... ... ... ...,
What Is a Data Warehouse? ........... ... .. ... .....
The Differences Between a DWand OLTP  ..............
Data Warchouse Models —..................... ... ...
A Healthcare Data Warehouse Life Cycle ................
Data Mining in Healthcare ... ... ... ... ... ... .. ...
What Is Data Mining? ....... ... ... .. ... ... ...
Applications of Data Mining in Healthcare ..............
Cloud Computing in Healthcare ............ ... ... .. ...,
Cloud Computing Models — ................. ... ...
Cloud Computing Deployment Models —................
Examples of Cloud Computing in Healthcare ............
Pros and Cons of Cloud Computing in Healthcare ........
Chapter Review . ... ...
QUESTIONS .« vttt e
ADSWELS .ottt et e

References . ..ot



Contents

Chapter 8

Networks and Networking in Healthcare
RomanMateyko .........c.ooiiiiiiiiii i,

Telecommunications and Healthcare ........................
From Voice to Data Networks and the Global Internet .. ........
Data Communications Concepts — ...........cooviiniiin. ..
Connectivity: The Geometrical Nature of Networks . ... ...
Communication Models  ........... ... ... ... ......
Communications Protocols ..........................
Dataand Signals ... ... ... .
Digitization ........ ... ... . . i
Throughput ... ... .. o
Addressing in Data Networks — ........................
The World Wide Web as an Example of
a Network Application ....... ... ... oL,
PANs, LANs, MANs, and WANs ..o
How a Network Works . ... ... .. .. .
Application Architectures — ......... . i
Network Architectures and Implementations  .............
Device Configuration ...t
Wireless Networks ... ..ot e
Wireless Applications and Issues in a Healthcare Setting . . ..
WLAN Topology ...
802.11 Standards . ....... ... ... ..
Security ... .
Bluetooth ... .
WAP, WML, and HTML5 . ....... ... ... ... ......
Cellular ...
Sample Network ... ...
Purpose of a Network ... .. ... ... ..o i i
Components of the Sample Network ......... ... ... ...
Network Address Translation .........................
Port Forwarding ....... ... ... ...
Router Configuration ........ ... ..o,
Wireless Access Points and WLAN Controllers ...........
Firewalls ... ..
Cabling . ... oo
Transmission of Healthcare Data (HL7) .....................
HL7 v
HL7 V3 o
HL7 FHIR ..
EHR Outbound Communication . ....................
Chapter Review . ... oo
QUESTIONS .+ vttt e
ANSWELS i
References . ...t

169
170
171
171
172
174
175
176
176
177

XXXi



Healthcare Information Technology Exam Guide for CHTS and CAHIMS Certifications

XXXii

Chapter 9

Chapter 10

Chapter 11

Systems Analysis and Design in Healthcare

Andre Kushniruk, Elizabeth Borycki — .............cocoviiiiiinn. 209
Systems Analysis and Design in HIT ........................ 210
The Systems Development Life Cycle (SDLC) ........... 211
Trends and Issues in HIS Analysis and Design ................. 226
Chapter Review .. ... oo 229
Questions .. ... 230
ADSWELS .ottt 231
References .. ... 231
Fundamentals of Health Workflow Process Analysis and Redesign
J. Michael Kramer, Sheila Ochylski, Jane Brokel —.................. 233
Life Cycle of Major Information Technology Implementation and
Organizational Change ................................ 234
Process Management and Process Improvement — ............... 237
Process Hierarchy: Levels of Mapping Processes ........... 238
Methodologies for Understanding Processes  .................. 243
Observation .. ......oouiiiiii i 243
Modeling Workflows for Scope of Professional
Practice Standards . ...... ... ... i 243
Simulation . ... ... .. 246
Lean Strategy .............iiiiiiiii 247
Business Process Management ........... ... ... .. ..., 247
Workflow Mapping Tools  ........... ..o L 248
Workflow Diagram Example ......................... 249
Role-Based Swim-Lane Workflow —............ ... .. ... 249
Value Stream Mapping  ........ ... ... . oL 250
Success Factors for Implementing Clinical Process Change ... .... 252
Additional Techniques .......... ... . ... ... 254
Identification and Prioritization of Targets for
Workflow Improvement ......... ... ... ... L 255
Change Management — .............uuuiinnneiiiinnnnnnn. 255
Change Management Principles  ...................... 256
Chapter Review .. ..o 257
Questions ... 257
ADSWELS .ottt et 259
References .. ... 261
Healthcare IT Project Management  Brian Gugerty, Amy Flick ... 263
Projects, Project Management, and Healthcare IT .............. 264
Critical Success Factors for Healthcare IT Projects ......... 264
The Project Management Institute, PMBOK, and PMP  .... 265
Major Project Management Constraints/Objectives ... ..... 267
Project Team Roles and Stakeholders .............. .. ... 268
Effective Communication in Projects ................... 270

Process Groups and the Project Life Cycle ............... 271



Contents

Chapter 12

Partlil
Chapter 13

Project Initiation ........ ... ... .o i i
Project Charter and Scope ... L
Project Problem/Vision/Mission Statements — ...........
SMART Project Objectives ... ...

Planning a Healthcare IT Project  ................... ... ..
The Work Breakdown Structure (WBS) ..............
Estimating Time, Cost, and Resources ................
Developing the Project Schedule .............. ... ...
Scheduling Resources in Projects  ....................

Executing, Monitoring, and Controlling HIT Projects ........
Execution Principles, Issues, and Opportunities .........
Monitoring Progress in Projects .................. ...
ChangingthePlan ......... ... ... ... .............

Closing the Project ... i

Chapter Review ........ ... ... ...l
QUESTIONS .« ot
ADNSWELS .ottt
References .. ...t

Assuring Usability of Healthcare IT

Andre Kushniruk, Elizabeth Borycki ~ ................covovvnn...

Usability of Healthcare IT ... .o i
Usability Engineering Approaches ...................
Usability and HIT Safety ................... ... ...

Human Factors and Human—Computer Interaction in Healthcare

User Interface Design and Human Cognition ...............
Importance of Considering Cognitive Psychology ... ....
Approaches to Cognitionand HCI ..................

Technological Advances in HIT and User Interfaces ..........

Input and Output Devices and the Visualization

of Healthcare Data . ... o,

Approaches to Developing User Interfaces in Healthcare

Methods for Assessing HIT in Use  ..................
Challenges and Future Issues  ........ ... ... ... .. ...
Chapter Review ........ ... .. ...l

QUESTIONS .« ot

ANSWELS i e

References . ....ooiiiii

Healthcare Information Standards and Regulation

Navigating Health Data Standards and Interoperability

JoyceSensmeier ... ..

Introduction to Health Data Standards . ...................
Standards Categories . ...... ...
Health Data Interchange and Transport Standards ... . ...

XXXili



Healthcare Information Technology Exam Guide for CHTS and CAHIMS Certifications

XXXiv
Vocabulary and Terminology Standards ................. 328
Content and Structure Standards  ...................... 329
Security Standards ..., o oo 331
Standards Coordination and Interoperability —................. 331
Health IT Standards Committee ...................... 331
International Organization for Standardization ........... 332
Integrating the Healthcare Enterprise  ............... ... 332
eHealth Exchange and the Sequoia Project  .............. 332
The Business Value of Health Data Standards . ................ 333
Chapter Review .. ... oo 333
QUESHIONS .« .ot 334
ANSWeELS .o 336
References . ... 337
Additional Study ... 338
Chapter 14 Interoperability Within and Across Healthcare Systems

JohnMoehrke ... .. i e 341
User Identity . ...t 342
Provisioning — ........ .. .. i 342
Identity Proofing . ........ ... .. 343
Role Assignment  .......... i 344
Deprovisioning —........ ... .. 344
User Account SUPPOIt ..o v vt vvti e 345
Internal Directory vs. External Directory ................ 345
Authentication ... .. .. .. 345
The Multiple Factors of Authentication ................. 346
Secondary Authentication ....... ... ... 347
Automatic Logoff ... .. .. oo 347

Authentication vs. Claims About Authentication
(Federated Identity) ..., 347
Accountability ... 348
Access Control .. ... .. 348
Audit Control ... ... 349
Balanced Access Control and Audit Control —............. 349
Roles and Permissions . ....... ..ot 350
What Are Permissions? . ...t 350
Systems Have Roles ........ ... .. ... ... ... 351
Truth Tables ... ... 351
Multilevel Data Confidentiality ............. ... ... ... .... 352
Data Tagging with Sensitivity Codes  ................... 352
Coding of Restricted Data  ............... ... ..., 352
Medical Records Regulations .............. ... ... ... ..., 352

Other Sources of Access Control Rules  ...................... 353



Contents

Chapter 15

Data Treated at the Highest Level of Confidentiality ............ 353

Purpose of Use ...ttt 354

Patient Privacy ... .. o 354
Privacy Consent Related to Purpose of Use and

Access Control ... ... ... 354

Hint o 356

Summary of Basic Access Control  ............ ... . o i 356
Patient Information . ............ ... 356
User Information ........ ..., 357
Resource Information . ........ .. .. ... .. .. ... .. ... 357
Context Information .......... .. .. .. . . 357
Policies: Where the Logic Resides . .................... 357
Healthcare Information Exchange ................ .. ... ... 357
Pushvs.Pullinan HIE ... ... ... ... .. .......... 358
Enforcement of Access Controlsinan HIE .............. 358
The First Rule of HIE Access Control .. ................ 359
The Second Rule of HIE Access Control ................ 359
HIE Access Control Information ...................... 360
Metadata ... .o 362
User Identityinan HIE ... ... o oo i, 363
Access Control Languages ......... .. ... ... .o oL 365
Chapter Review ...... ... ... ... 366
QUESTIONS .+ttt 366
ANSWELS ot 369
References . ...t 369
Assuring the Health Insurance Portability
and Accountability Act Compliance ChrisApgar ............. 373
Introduction to the Healthcare Legal Environment ............. 373
HIPAA, HITECH Act, and Omnibus Rule Overview — .......... 374
Legal Documents Review — ............... ... o ... 375
HIPAA Administrative Simplification Provisions .......... 375
HIPAA Privacy Rule: 45 CFR Part 164, Subpart E ............. 376
Use and Disclosure of PHI: 45 CFR 164.502(a) .......... 377
Minimum Necessary: 45 CFR 164.502(b) .............. 377
BA Contracts: 45 CFR 164.504(e), 45 CFR 164.308(b),

45 CFR 164.314(a) ..o 377
Consent: 45 CFR 164.506 ... ... ... 377
Authorization Requirements: 45 CFR 164.508 ........... 377
Release Without Consent or Authorization:

45 CFR164.512 378
Avert a Serious Threat to Safety: 45 CFR 164.512(j)) ....... 378

Disclosure for Specialized Government Functions:

45 CFR164.512(k) ..o 379

XXXV



Healthcare Information Technology Exam Guide for CHTS and CAHIMS Certifications

XXXVi

Chapter 16

Limited Data Set: 45 CFR 164.514(e) ..................
Notice of Privacy Practices: 45 CFR 164.520 ............
Patient Privacy Rights  ........ ... ... .. .o o L.
Privacy Official and Security Official: 45 CFR 164.530(a),

45 CFR164.308(2)(2) ...ttt
Workforce Training: 45 CFR 164.530(b),

45 CFR 164.308(2)(5) .« .o vvveiiini i
Standard Safeguards: 45 CFR 164.530(c) ...............
Sanctions: 45 CFR 164.530(e), 45 CFR 164.308(a)(1) .....
Privacy and Security Policies and Procedures:

45 CFR 164.530(i), 45 CFR 164.316  ...............

HIPAA Security Rule: 45 CFR Part 164, Subpart C  ............
Administrative Safeguards: 45 CFR 164.308 .............
Physical Safeguards: 45 CFR 164.310 ..................
Technical Safeguards: 45 CFR 164.312  .................

Breach Notification Rule: 45 CFR Part 164, SubpartD  .........
Breach Definition: 45 CFR 164.402 ...................
General Breach Description Notification Requirements:

45 CFR 164.404(a—C) ..o vt
Methods of Notification: 45 CFR 164.404(d) ............
Notification Delay for Law Enforcement Purposes:

45 CFR164.412 ... i
Specific CE Requirements: 45 CFR 164.404 .............
Specific BA Requirements: 45 CFR 164.410 .............

HIPAA Enforcement Rule: 45 CFR Part 160 .................

Additional Guidance ...... ...

Chapter Review .. ... oo
QUESTIONS L vttt e
ANSWELS oot
References .. ..ot

Health Information Technology and Health Policy
AllisonViola —....... ...

The Linkage Between Health Policy and Health IT:

Why It's Important ... ...
Precision Medicine Initiative .......... ... ... .. . o .
Interoperability ...... ... .
New Payment Models ....... ... . ... .. oo i
Computable Privacy — ....... .. .
EHR Incentive and Certification Programs ...................
Quality Measures ... oottt
Chapter Review .. ...

QUESTIONS .« vttt e
ADNSWELS .ottt

References ... oo



Contents

Chapter 17 The Electronic Health Record as Evidence

Kimberly A. Baldwin-Stried Reich  .................coooiviii.

Sources and Structure of U.S. Law  ......... ... .. ... .. .....
Three Branches of U.S. Government Responsible for Carrying Out
Government Powers and Functions ......................
Executive Branch: President, Vice President, and Cabinet
Legislative Branch: The Senate and the House
of Representatives ...........ooiiiiiiinneeaeo...
Judicial Branch: Structure and Function of the U.S.
Court System ... ...
The Medical Record ... ... ...
EHR Standards for Records Management
and Evidentiary Support ....... ...
The Role and Use of the Medical Record in Litigation
and/or Regulatory Investigations  ........................
Paper-based Medical Records vs. Electronic Health Records
in Discovery ... .. ..
Discovery and Admissibility of the EHR ~ ................
The Federal Rules of Evidence (FRE) .......................
Medical Records as Hearsay ............... ... ... ....
Physician-Patient Privilege ............ ... L.
Incident Report Privilege ....... ... ... i il
The Scope and Procedures of E-Discovery Process — .............
Impact of the 2015 Amendments to
the E-Discovery Process  ......... . ... . ...
Duty to Preserve Relevant Evidence and Establishing
Legal Holds ........ ... .. ..
The Path Forward: A Coming Together of Laws, Rules,
and Regulations  ........ .. ... ... i il
The HITECHAct ...
The Health Insurance Portability and Accountability Act
The Convergence of E-Discovery and Release of
Information Processes .............ciiiiiiiin...
The Concept of the Legal Health Record  ...............
A New Era in the Nation’s Health Information Infrastructure .. ...
CUres ACt .ot
NIST
Chapter Review . ... oo
QUESTIONS .« vttt
ANSWELS o e
References . ...

412

412
413

414

422
424

430

431

431
433
433
434
435
436
437

438
442
442

443
443

XXXVii



Healthcare Information Technology Exam Guide for CHTS and CAHIMS Certifications

XXXVili

Part IV
Chapter 18

Chapter 19

Implementing, Managing, and Maintaining Healthcare IT
Effective Organizational Communication for Large-Scale
Healthcare Information Technology Initiatives
LizJohnson ... 465
Importance of Communications in Health IT Initiatives ........ 467
Leadership and Governance ................. ... ..., 467
Rules for Governance — ........ ... ... oL, 469
Focus on Customers and Players ............ ... ... ... .... 470
Patients and Communities . ............. o 470
Physicians . ...t 471
Nursing Workforce ... oo oo i 471
IT Departments and Multidisciplinary Project Teams ... ... 472
Healthcare System Leadership ............... ... ... .. 473
Components of a Communications Plan  ..................... 473
Project Phases and the Communication Functions ........ 473
Communication Metrics ... 474
Key Industry Considerations . ... .. 474
The Expanding World of Media ...................... 475
Role of Federal Healthcare Agencies  ................... 476
Role of Regulatory Standards and the Evolution of Health
Information Exchange ........... ... ... ... 477
Chapter Review .. ... oo 479
QUESTIONS .« .t 480
ADSWELS ottt et e e e e 481
References . ... 482
Non-EHR HIT: From Architecture to Operations
Alistair Erskine, Bipin Karunakaran —............................. 487
The Healthcare IT Organization: Challenges,
Structures, and Roles ... ... .. i 488
HIT Major Non-EHR HIT Systems and Applications .......... 490
Working with Enterprise HIT Systems —................. 491
Vendor-Specific Systems: Acquisition, Installation,
and Maintenance of HIT Systems ................... 492
Radiology Systems .......... ... i 494
Pharmacy Systems ... ... i 496
Lab Systems .. ... 498
Patient Monitoring Systems . ............. ... 499
Supply Chain Systems  ....... ... ... 500
ERP Software Systems  ........ ... i 501
Finance and Operations Systems . ..................... 501
Clinical Decision Support (CDS) ..., 503
Patient Relationship Management Systems ~— .............. 503

Application Data Interchange Systems .................. 504



Contents

Chapter 20

Chapter 21

Chapter Review . ... o 504
QUESTIONS ottt 505
ADSWELS oo 506
References ...t 507

EHR Implementation and Optimization

Diane Hibbs, JulieHollberg —............c.ccccoiiiiiiiiiiininin... 509

Using HIT and EHRs for Organizational Transformation ........ 510
BannerHealth ........ .. ... ... .. .. .. ... .. ........ 510
Emory Healthcare ....... ... ... ... .. ..., 511
Governance of Large HIT and EHR Initiatives ........... 514
Change Management  ................. ..., 517

Managing the Project ... .. .. i i 518
A Good Productand Team  .......................... 519
The Orders Catalog and Order Sets  .................... 520
Documentation Templates and Note Hierarchy ........... 521
Migrating Data  ........ ... .. . o i i 521
Extraction, then Conversion  ......................... 522
Develop Workflows ... .. .. i 522
Policies Affect Workflows — ........ ... ... . ... 524
Testing ..o 525
Training . ... i 526
Reduce Schedules for Go-Live ........................ 526
Downtime Procedures . .......... .. .. ... 528
Go-Live Support ... .. o 528
During and Post Go-Live Communication —.............. 530
Monitoring Success ... ... oo 531

Chapter Review ...... ... .. ... 534
QUESTIONS .+ttt 534
ANSWELS o e 536
References . ... 536

Training Essentials for Implementing Healthcare IT

Cheryl A.Fisher ... i 539

Models and Principles ........ ... 540

Assessing Basic Skill Level ... ... ... .o o i i i 541

Design Elements ... i 542
The Adult Learner . ... ... ... ... .. . . 544

Constructinga Lesson Plan  ........... ... ... o o oL 545
Multimedia as a Method of Delivery ................... 546
Current Internet Technologies ............ ... .. ... ... 547

Training Delivery and Accommodation ...................... 548

Evaluating Learning  ........ ... ... ... . o o i i 548
Program Evaluation ....... ... ... ... ... o o i 550

Utilizing a Learning Management System — .................... 550

New DIrections .. .ovvve e e 551

XXXiX



Healthcare Information Technology Exam Guide for CHTS and CAHIMS Certifications

Xl

Chapter 22

PartV
Chapter 23

Chapter Review .. ... i 552
QUESTIONS .+ttt e 553
ANSWELS oot 554
References . ...t 555

Using Healthcare IT to Measure and Improve Healthcare

Quality and Outcomes Floyd P. Eisenberg —.................... 557

Why Measure Quality? ... ... 557

Defining Quality Measures for EHR Queries ................. 558

What Makes a Quality Measure Worth Measuring? ............. 564
Evidence-Based Clinical Practice Guidelines ............. 564

What Is the Connection Between Clinical Decision Support

and Quality Measurement? ........ ... ... .. i i 565
What Is the Measure of a Measure? ......................... 566
What Are the Types of Measures, and How Are
They Different? ... .. 567
What Are the Expectations for the EHR to
Perform Measurement? . ...........uuiininini. 567
What Changes Are Needed to Enable Electronic Clinical
Quality Measures? ... 571

Data Modeling: Example from the International
Health Information Terminology Standards

Development Organization ...............c.ovvo.o... 572
How Are Value Sets Standardized? .......................... 573
Moving Forward: Retooling vs. Creating Measures de Novo Based
onDatainEHRs ... ... .. . o i 574
Chapter Review .. ... 575
Questions ... 576
ADSWELS .ottt e 578
References .. ... 579

Optimizing Healthcare IT

Big Data and Data Analytics John E. Mattison ................ 587
Innovation in Healthcare IT: The Creative Reconstruction
of Health and Wellness ......... .. ... .. ... . ... 588
Which Technologies Are Creating Big Opportunities
for Innovation? . ... ... 589
How Do We Optimize the Human-Machine Interface? ... .. 590
How Do We Accelerate Continuous Learning
and Innovation? . ..... ... ... 591
A Simple Taxonomy for Innovation .................. ... .... 592
The Different Communities Engaged in Healthcare Delivery ... .. 593
Person-Centric Communities .. .........ccouitinron... 593
Professional Care-Delivery Teams — ..................... 594

Personal Caregiver Networks . .............. ... ... .. 596



Contents

Xli
What Can the Impact of Innovations Be on
the Future Technologies? ... ... ... ... ... .. ... ... 597
Key Gaps and How Technology Can Help Close Them ......... 597
The Empathy Gap Is the Most Important Gap to Close  .... 598
Gap Between Evidence and Behavior for Disorders
of Lifestyle ... 599
Environmental Disruption Gap
(Chemical, Thermal, Microbial) .................... 601
Learning/Education/Communication Gap ~ .............. 602
Al/Robotics Robotics Gap .. ..o 605
Gap in Seamless and Reliable Human Data Entry ..., ... 605
Gap in Evidence-Based Virtual Care  .............. ... .. 605
The Science vs. the Application of —omics
(Genomics, Microbiomics, Proteomes, etc.) Gap  ....... 606
Gap in Drones and Healthcare ............... ... .. ... 607
Gapin3D Printing ... ..o 607
Gap in Chatbots, Al, Trust, and Health ........... ... ... 607
Gap in Transcranial Magnetic Stimulation and Health ... .. 608
Gap in New Psychopharmacology Research
and Previously Refractory Psychiatric States  ........... 608
Gap in Harnessing Exponential Technology — ............. 608
Chapter Review ....... ... ... . 609
QUESTIONS .+ttt e 610
ANSWELS .o 612
References ..o 613
Chapter 24 Innovations in Healthcare Impacting Healthcare
Information Technology Kathleen A. McCormick —............. 617
Innovations in Genetics/Genomics/Pharmacogenomics — ......... 618
Genetics/Genomics Throughout the Healthcare Continuum ... 619
New Major Sources of Evidence with a Focus
on Pharmacogenomics  ........... .. .o, 620
The IT Volume Challenge of Monitoring
Genetics/ Genomics/Pharmacogenomics in Healthcare ... 621
Innovations in Mobile Devices in Healthcare ................. 623
Wireless Communication Technologies and Standards . . . .. 624
Mobile Devices Connected to the Internet . ............. 624
Mobile Device Security Protocols  ............... ... ... 625
How Mobile Networks Are Being Used in Healthcare ...... 625
The Most Popular Mobile Health Apps  ................. 0625
Healthcare Professionals’ Use of Mobile Devices .......... 626
Major Barriers to Advancing Mobile Devices ............. 626
Steps to Institutionalizing Genomic
and Mobile Technologies ......................... 627

Innovative Institutions Pushing Advances in Genomics

and Mobile Devices ... oo 627



Healthcare Information Technology Exam Guide for CHTS and CAHIMS Certifications

xlii

Part Vi

Chapter 25

Chapter 26

Nine Technologies for Future Innovation Using Devices .. ..
Social Media Being Used in Healthcare .................
Innovations in Telehealth . ...... .. .. ... .. .. .. ... .. .. .....
Major Services of Telehealth ... o .,
Delivery Mechanisms Used for Telehealch —...............
Chapter Review .. ..o i
QUESLIONS .« .ot
ANSWEIS .o e
References . ...t

Making It All Secure: Healthcare IT Privacy, Security,
and Confidentiality

Framework for Privacy, Security, and Confidentiality
DiXie B.BaKer ... ......oouuuuii i

When Things Go Wrong ........ ... .. . i
HIT Trust Framework ... .. ... ... o i i i,
Layer 1: Risk Management  ..........................
Layer 2: Information Assurance Policy ..................
Layer 3: Physical Safeguards ..................... ...,
Layer 4: Operational Safeguards  ................... ...
Layer 5: Architectural Safeguards .............. ... ....
Layer 6: Technology Safeguards .......................
Layer 7: Usability Features ................. ... .. ....
Chapter Review .. ...
Questions ...
ANSWELS oot

References ... oo

Risk Assessment and Management GilaPyke ................

Definitions .. ...
Risk Management in Healthcare IT ... ... ... ... . ...
The Risk-Management Process  ............................
Risk Identification ........ .. ... . i i
Risk Assessment . .........oooiiiiiiiiiinn..
Risk-Mitigation Planning  .............. .. ... .. ...
Risk-Mitigation Tracking ......... ... ... ... ... ...
Documentation and Communication —..................
Domains of Risk Analysis ................. .. o i
Security Risk Analysis — ........ ...
Application and Data Criticality Analysis —...............
Privacy Risk Analysis ....... ... .. . i i
Safety Risk Assessment ... ... i



Contents

Chapter 27

Chapter Review . ... o 688
QUESTIONS ottt 688
ANSWELS oo 690
References . ....coiiuiiii 690

Physical Safeguards, Facility Security, Secure Systems
and Networks, and Securing Electronic Media

Dennis M.Seymour ...t 693
Physical Safeguard Requirements — ............. ... ..., 693
Locating Storage Devices, Network Hardware, Printers,
and Other Devices . ....... ... 694
Securely Handling Protected Health Information (PHI) ......... 695
Monitor Placement . ........ ... .. .. . . 695
Privacy Screens ... ... 095
Printer, Fax Machine, and Scanner Placement ............ 695
SCIEENSAVELS o v\ vttt et e 696
Time Lockout ... .o 696
Access to Servers, Offices, and Data Closets .. ............ 696
Access-Control Devices . ...t 698
Building Secure Systems ... 700
Office Hardware ........ .. .. ... . .. 700
Locks oo 700
Door Locks ..o 701
Environmental Controls . ........ .. ... .. ... .. ...... 701
Other Controls ... ... 703
Securing and Preserving Electronic Media Storage Devices . ...... 704
Flash Drives .. ..o e 704
Personal Computers (PCs) ..., 704
Laptops ..o 705
Secure Digital (SD) Card ........... ... L. 705
External Drives ... ... . 705
SOIVeIS ot 705
Network-Attached Storage (NAS)  ......... ... . ... ... 706
Storage Area Network (SAN) ......... ... . ..., 706
Encryption ... 706
Symmetric Encryption ....... ... . o oo 707
Asymmetric or Public Key Infrastructure (PKI) ........... 707
TLS/SSL 707
DES 707
AES 707
BDES 708
PGP 708
Secure Disposal of Electronic Media ........................ 708
Secure Shredding, Degaussing, and Sanitizing ............ 708

Determining the Level and Type of Destruction  .......... 709

liii



Healthcare Information Technology Exam Guide for CHTS and CAHIMS Certifications

xliv

Chapter 28

Chapter 29

Chapter Review .. ... i
QUESTIONS L vttt e
ANSWELS oo
References . ... ..ot

Healthcare Information Security: Operational Safeguards
Sean Murphy ...

Operational Safeguards: A Component of Information Security
Operational Safeguards in Healthcare Organizations ............
Security Management Process  .......... ... ... .. ...,
Information Management Council —................. ...
Identity Management and Authorization ................
Awareness and Training Programs ~— .....................
Risk Assessment . .........cooiiiiiiiiiinnnieiea..
Software and System Development  ....................
Configuration Management — .............c..ueeeeo....
Consent Management ............. ...,
System Activity Review ... ... ... ool
Continuity of Operations ...,
Incident Procedures ......... .. ... ...,
Sanctions ... ...
Evaluation ........ ... . .
Business Associate Contracts . ...........c.oovuuiinn...
Healthcare-Specific Implications on Operational Safeguards .. ....
Networked Medical Devices — ............ ... ...,
Multiple-Tenant Virtual Environments —.................
Mobile Device Management — .........................
Operational Safeguards in Emerging Healthcare Trends .........
Healthcare in the Cloud ... ... .. oL,
International Privacy and Security Concerns  .............
Health Information Exchanges .............. ... .. ...
Workforce Information Security Competency  ............
Accountable-Care Organizations ......................
Meaningful Use Privacy and Security Measures  ...........
Chapter Review . ... .o
QUESTIONS .« vttt e
ADSWELS oottt et e

References ... oot

Architectural Safequards Lisa A. Gallagher —...................

Reliability ...
Relationship Between Reliability and Security ............
Reliability Implications for Healthcare Systems ...........

Availability ...
Availability as a Component of Data Security — ............



Contents

Chapter 30

Maintainability —....... .
Scalability ... ..
Safety .o
Considerations for Healthcare IT Systems ...............
Considerations for Medical Devices ....................
Considerations for Design of High-Reliability Healthcare Systems

Fail-Safe Design .......... ... o i

Fault Tolerance ........ ... ... ... .. . i
Redundancy and Failover ... .. ... ... . .. .
Simplicity ...
Chapter Review ....... ... ... o
QUESTIONS .« ottt e
ANSWELS ottt e
References ...t

Healthcare Cybersecurity Technology Mac McMillan .........

Healthcare Cybersecurity Threat  ............. ... .o .. ...
Think LikeaBad Guy ........ ... .. o i i

The Big Four: Cybercrime, Cyber Espionage, Hacktivism,
and Advanced Persistent Threats ................. ...
Staying Abreast of the Threat ............... ... .. ...

Planning for Outcomes: Cybersecurity Frameworks

and Standards ........ .
Building a Secure Architecture ... ... . oo ool
Maintaining a Current Environment ...................
Managing Privileges ......... ... ... . o i i
Thwarting Cyber Exploitation .............. ... ... ...
Isolating Cyber Threats ............... ... ..
Detecting Cyber Intrusions ..........................
Detecting Web-Based Threats .................. ... ...
Detecting the Unknown ... ... oL
Addressing the Ubiquitous Threat of IoT — ...............
Monitoring Activity ........ ... . o i
Conducting Information Correlation and Analysis ........
Looking for Vulnerabilities ................ ... .. ... ..
Vulnerability Testing . ........ ... o i i i
Penetration Testing  ........ ... . ... o il
Red Teaming for Readiness ............... ... ... ....
Chapter Review . ... oo
QUESTIONS .« vttt
ANSWEIS oo
References ... ...

Xlv



Healthcare Information Technology Exam Guide for CHTS and CAHIMS Certifications

xlvi

Chapter 31

Part VIl
Appendix A

Appendix B
Appendix C

Cybersecurity Considerations for Medical Devices
Axel Wirth

Medical Device Cybersecurity and Cybersafety: An Introduction
Medical Device Vulnerabilities and Risks: A Review —............
Medical Device Regulation: Impact on Cybersecurity ...........
Regulatory Background ........ ... ... ... .. o oL
Changes in the Regulatory Landscape ..................
Implementing Medical Device Cybersecurity —.................
A Shared Responsibility .......... ... ... L.
Risk Analysis, Assessment, and Management:
Laying the Foundation ...........................
Chapter Review .. ... o i
QUESTIONS & vttt
ANSWELS oot
References . ...

Appendixes

AHIMA CHTS Exams Domain Maps
CHTS-CP: Clinician/Practitioner Consultant Examination ......
CHTS-IM: Implementation Manager Examination —............
CHTS-IS: Implementation Support Specialist Examination ......
CHTS-PW: Practice Workflow & Information Management
Redesign Specialist Examination ............ ... ... ......
CHTS-TR: Trainer Examination ...........................
CHTS-TS: Technical/Software Support Staff Examination .......

HIMSS CAHIMS Exam Domain Map
About the CD-ROM

System Requirements ......... ... ... o il
Installing and Running Total Tester Premium

Practice Exam Software . ....... ... .. .. .
Total Tester Premium Practice Exam Software . ................
Secured Book PDF ... ..
Glossary and Appendix PDFs ... ... o o i
Risk Register and Example Risk Map from Chapter 26 ..........
Technical Support ...



FOREWORD

Every year, I travel a few hundred thousand miles helping governments craft healthcare
[T strategy. The culture in each country is different but the problems are the same all over
the world. This book is an invaluable reference for understanding what has come before
and what trends are likely to shape the future.

The authors are a who’s who of the advisors and consultants who shaped thousands
of pages of federal regulations across the past two U.S. presidential administrations. As
the chair of the Bush-era Healthcare Information Technology Standards Panel and the
co-chair of the Obama-era Healthcare Information Technology Standards Committee,
I worked side by side with these authors and I can say with confidence that they have an
inside view of the “sausage being made.”

Part I of this book covers healthcare information technology in the United States, but
the concepts it relates from the past two decades of policy apply globally. The United
States spends 17 percent of its gross domestic product on healthcare and yet does not lead
the world in quality, safety, or efficiency. The United States must move from a fee-for-
service reimbursement to value-based purchasing—paying for outcomes and quality—if
it is to bend the cost curve. The IT tools necessary to keep people healthy are quite dif-
ferent from those needed to document episodes of care when they are sick. Part I provides
valuable insights into the care coordination tools needed in the future to reduce cost and
improve quality. Although the Obama administration’s Meaningful Use program has had
mixed results, public health reporting of immunizations, syndromic surveillance, and
reportable lab results has been implemented successfully at a national scale. You'll learn
how that was achieved in Chapters 1-4.

In Part II, you'll learn about the major issues shaping health information science.
Today’s hot trends include team-based communication, mobile computing, analytics,
and cloud computing. In 2017 and beyond, I believe that the role of IT leaders will
fundamentally change from choosing and integrating the best technology to managing
complex projects successfully and ensuring a highly usable result. All of these issues are
discussed in Chapters 5-12.

Part I1I focuses on standards and regulation. An old joke notes “the great thing about
healthcare IT standards is that there are so many of them.” Creating standards is complex
and involves harmonization of multiple stakeholders with a near infinite number of use
cases. What is the difference between harmonization and compromise? Harmony means
that everyone is happy with the consensus. Compromise means that everyone is equally
unhappy with the consensus. Since standards are adopted by consensus, achieving har-
mony means that standards include a little bit of everyone’s wish list. The danger is that a
consensus approach to designing a duck could produce a platypus—it’s supposed to be a
bird with feathers but turns out to be a mammal with hair. You'll hear from experts about
the Meaningful Use standards and how we attempted to balance the needs of the many
with a relatively low burden for developers, then wrote it into regulation.
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Part IV focuses on the day-to-day operations of healthcare IT organizations. I've
been a CIO for 20 years, and during that time, we've evolved from products that had
to be self-developed to highly reliable commodity services available at reasonable cost.
Keeping I'T running flawlessly while also introducing continuous improvement/change
takes hands-on management and a thick skin. You'll hear from leaders in the trenches
in Chapters 18-22.

Part V focuses on innovation. I sometimes describe introducing new technologies into
mission-critical production systems as changing the wings on a 747 while it’s flying. The
world of big data, precision medicine, genomics, and telehealth requires us to break old
paradigms of architecture and functionality while not interrupting existing care processes
and revenue cycles. There are risks, but risks can be mitigated with appropriate planning.
You'll learn how in Chapters 23 and 24.

Part VI focuses on security. Today, as CIO, I spend 25 percent of my time on security-
related matters. The new threats are no longer bored college students. We're dealing with
state-sponsored cyberterrorism, hacktivism, and organized crime. I describe healthcare
IT security as a cold war. The faster the good guys innovate, the faster the bad guys
innovate. We're asked to share more data with more stakeholders for more purposes but
never spill a single byte. It's an impossible task. You'll hear from the experts who created
many of the regulations and best practices we're using today to keep information private.

I hope you enjoy this book as much as I have and that it finds a place of importance on
your bookshelf. Regardless of the political and economic divisiveness we'll encounter in
the world over the next few years, we know that healthcare I'T automation is a universal
priority in every society to optimize existing resources and keep our aging societies as

healthy as possible. Be well!

John Halamka, M.D., M.S.

International Healthcare Innovation Professor at Harvard Medical School
Chief Information Officer of the Beth Israel Deaconess System

and a practicing emergency physician



ACKNOWLEDGMENTS

The first acknowledgment goes to a welcomed coauthor, Dr. John E. Mattison, who
guided us in the outline for the book, recommended new authors, and joined us author-
ing chapters. The next acknowledgment goes to the section editors of this book, who
worked on the chapters while also leading healthcare informatics projects nationally,
developing national policies, leading industries, serving as Chief Medical Informatics
Officers (CMIOs), and working in academic institutions. Dr. Marc Overhage, Dr. Andre
Kushniruk, Dr. Don Mon, Dr. Michael Beller, Dr. John E. Mattison, and Lori Reed-
Fourquet spent time shaping the outlines and the chapters to ensure that they responded
to the vision of providing one healthcare information technology book that you can use
not only to prepare for the CAHIMS and CHTS exams but also as a valuable reference
in your IT career. The next round of thanks goes to the contributors, who were equally
stressed during this very intensive time in healthcare IT to work over and above their
work schedules to get this book delivered and out to the community.

Behind all of us was a team from McGraw-Hill Education that is matched by no other
in the dedication and commitment to pursuing what the healthcare information tech-
nology domain requires at this time. This team includes the leadership of Tim Green,
executive editor, International and Professional Group; Claire Yee, editorial coordinator;
and the legal department, which we challenged with dozens of individual contracts. Tim
provided special leadership in creating a book that provides a vision in a creative way that
is responsive to the CAHIMS and CHTS exams.

When production started, we were joined by a team of specialists: Howie Severson,
project manager for copyediting and page proofs; Bill McManus, copy editor; Janet
Walden, editorial supervisor from McGraw-Hill Education; and Paul Tyler, references
editor and proofreader. What a dedicated team to maintaining quality, readability,
and format.

Finally, the book’s online learning center can be attributed to the dedicated team
working with Amy Stonebraker, acquisitions editor, and Claire Yee. Joining that team
were Juliana Brixey, Jack Brixey, and Vanessa Buckley, who developed the online teaching
outlines, test bank of questions, and PowerPoint slides.

xlix



Healthcare Information Technology Exam Guide for CHTS and CAHIMS Certifications

Additional Resources for Instructors

Whether used as a self-study guide or a classroom text, this book is designed to prepare
readers for the AHIMA CHTS and HIMSS CAHIMS, as well as the field of healthcare
information technology.

For those using this book in a classroom, please visit this book’s Online Learning
Center:

htep://highered.mheducation.com/sites/ 1259836975/

The Online Learning Center provides instructor support materials in a format that
follows the organization of this book. On this site you will find the following:

e An instructors’ manual that contains learning objectives, classroom preparation
notes, instructor tips, and a lecture outline for each chapter

e Engaging PowerPoint slides on the lecture topics

o Full color artwork from the book

o Test bank files that allow you to generate a wide array of paper- or network-based tests

Please contact your McGraw-Hill sales representative for more information.
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Healthcare Information
Technology: Definitions,

Stakeholders, and
Major Themes

Kathleen A. McCormick, J. Marc Overhage,
John E. Mattison, Brian Gugerty

In this chapter, you will learn how to

« Define the complex evolution of the computer network environment in healthcare
information technology (HIT)

« Explain the fast uptake of HIT in the continuum of healthcare

o Describe how the increase in volume of HIT has expanded the capabilities to
measure the value of healthcare

 Describe the need to prepare an adequate workforce aware of the unique
HIT environment

o Define the roles of HIMSS and AHIMA in support of HIT credentialing, education,
and training

This chapter provides an overview of some of the updated content in this second edition
as well as new content pertaining to the rapid advances in healthcare information tech-
nology (HIT). These rapid advances will be briefly mentioned in this introductory chap-
ter and further defined in later chapters. The evolution of HIT has occurred from simple
systems to much more complex computer network environments.! With this expansion,
the technology has become a component of the entire continuum of care, which results
in silos of information and data on individuals and communities of people. The need
for integrated networks, standards, and security/cybersecurity has intensified as these
systems are more commonly being used to increase the volume of HI'T and monitor the
value of healthcare.
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The new generation of healthcare IT personnel must have adequate knowledge and
skills to participate in the workforce delivering services and technology. Achieving cer-
tification is the best way for these technology and healthcare professionals to demon-
strate proficiency with a standard body of knowledge endorsed by professional healthcare
organizations. Two types of certification are the focus of this second edition. The first,
Certified Associate in Healthcare Information and Management Systems (CAHIMYS),
is awarded by the Healthcare Information Management Systems Society (HIMSS).
CAHIMS is a professional certification for emerging professionals who may not have a
lot of experience in healthcare IT but seek a career in the field. The other is the Certified
Healthcare Technology Specialist (CHTS) series from the American Health Informa-
tion Management Association (AHIMA). This series originated with the Office of the
National Coordinator for Health Information Technology (ONC) HIT Pro categories
of exams and covers six IT roles for people in health information management. Both
certifications will be described in more detail later in this chapter.

The Explosion of Healthcare
Information Technology

During the past decade, the following factors have contributed to massive expansion in

healthcare IT:

A huge increase in the number of connected networks and network-enabled
devices (commonly called the Internet of things [IoT])

Access to healthcare through mobile devices, patient portals, and cloud services

o Critical cybersecurity threats
o Integration of healthcare networks
o The volume of genomics data

o The need to analyze big data

With this expansion in HIT, the healthcare informatics community has also come
to realize that data standards are required to truly achieve interoperability and to mine
the data for quality, efficiencies, effectiveness, and cost. In addition, the consumer has
embraced direct-to-consumer genomics, mobile devices, portals, and the Internet. Con-
sumers now demand secure and easy access to their healthcare information via health-
care apps on their mobile devices and via the Web on their home computers. When
the authors defined the necessary components to understand healthcare I'T in the first
edition of this book, the enterprise architecture was fairly simple, consisting of a bound-
ary, a network, a data center containing servers located in a defined, secure area, and
desktop computers within a closed network. Contrast that to the time of writing of this
second edition, and the architecture now contains mobile devices connected from any



